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SECTION 1: INTRODUCTION

1.1 PURPOSE

The purpose of the Department of Defense (DoD) Technical Reference Model (TRM) described
in this document isto provide acommon conceptual framework, and define acommon
vocabulary so that the diverse components within DoD can better coordinate acquisition,
development, interoperability, and support of DoD information systems. The DoD TRM
document provides an extensive set of service definitions and relationships that can be used to
increase interoperability and compatibility between systems, aswell asresolve related issues.
The Technical Reference Model also includes an extensive set of interfaces to support the
identification and resolution of real-time and performance issues. This document, together with
the model’ s two views (i.e., services and interfaces), presents extensive support for
interoperability across a broad range of DoD applications and requirements.

The DoD TRM provides guidance to developers, system architects, and individualsin using and
developing systems and technical architectures. The model promotes open system design but is
not a system architecture. The TRM establishes a common vocabulary and defines a set of
services and interfaces common to DoD systems. The reference model provides the foundation
for the organization and structure for technical architectures. The reference model and technical
architecture support the operational architecture and become key drivers for the development of
systems architecture.

The use of the DoD TRM can:

» Facilitate and enable interoperability

» Enable portability and scalability

 Support open systems concepts

* Promote product independence and software reuse
» Facilitate manageability

1.2 SCOPE

The DoD TRM can be applied to all DoD information systems and information technology
applications at all DoD organization levels and environments (e.g., tactical, strategic, sustaining
base, interfaces to weapons systems). The DoD TRM providesinsight and guidance in the
development of technical and system architectures that satisfy requirements across missions, and
in particular where interoperability and open systems issues are encountered. The DoD TRM
guides the selection of interfaces and services in support of atechnica architecture. The model
provides a basis for addressing interoperability issuesrelative to service and interface definitions.
The DoD TRM supercedes and replaces TAFIM Volume 2 (all versions) Technical Reference
Model (TRM).
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1.3 APPLICABILITY

The DoD TRM isto be considered as the foundation model describing services, interfaces, and
their interrelationships that can be applied to al systems, including multi-platform, networked,
and distributed applications. Services and Agencies are encouraged to apply the model to support
interoperability, portability, and open systems, and promote reuse and reduce life-cycle cost.

1.4 HISTORY

On 16 November 1990, the Secretary of Defense directed the implementation of the DoD
Corporate Information Management (CIM) initiative, known as the DoD Information
Management initiative, to strengthen DoD'’ s ability to effectively apply computing,
telecommunications, and information management capabilities to accomplish the DoD mission.
Transitioning DoD’s present information systems and associated information technology
resources to a communications and computing infrastructure based on the principles of open-
systems architecture and systems transparency is akey strategy for implementing the
Department’s Information Management initiative. Developing atechnical reference model and
selecting associated standards are first steps toward executing this strategy and developing a
technical architecture. ThisDoD TRM isacomposite evolutionary model derived from the
TAFIM TRM Volume 2 and the Society of Automotive Engineers Generic Open Architecture
Model. Itisafoundation piece of such initiatives asthe Joint Technical Architecture (JTA), the
Defense Information Infrastructure (DI1), and other Defense and Federal programs.

The development of this document is driven in part by theJlA’ srequest to respond to their need
for amore effective technical reference model capable of supporting IT and real-time system
requirements. The document is also driven by the need for a single DoD TRM that can be
updated in a more timely manner than the traditional standards activities cycle time for
developing new standards. By declaring this document as a guide and not a standard, its
utilitarian value isincreased and its organization insertion time is minimized.

Both DIl and JTA documents draw directly from the service definitions and groupings contained
inthe TAFIM TRM, which aso serve as the basisfor servicesin the DoD TRM. To ensure
consistency, the service structure of the TAFIM TRM was imported into the DoD TRM.

1.5 DOCUMENT ORGANIZATION

The DoD TRM document consists of five sections and five appendices. Section 4 isthe key
section in this document, describing the DoD TRM and containing all of the service and interface
definitions. The remaining sections complement and embellish other aspects relating to the DoD
TRM. Section 2 providesjustification for the use of a Technical Reference Model. Section 3
provides a high-level overview of three historical reference models. Section 5 provides guidance
in using the model. Appendix A contains references concerning the TRM. Appendix B contains
directives and memoranda concerning the TRM. Abbrevations/Acronyms and glossary terms are
defined in Appendix C. Appendix D contains an a phabetic listing of services at two different
levels of detail. Thisappendix isto be used asan aid in locating services, their contents, and
definitions. Appendix E includes atemplate for commenting on this document. An
accompanying DoD TRM User Guide provides insight on the use of the model and case studies
together with a three-step methodology for model application.
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1.6 ACKNOWLEDGMENT

The TRM Working Group (TRMWG,) is chaired by the Defense Information Systems Agency
(DISA) Center for Standards (CFS) and was convened (February 1997) aspart of a DISA
initiative to improve and enhance the TAFIM TRM (Volume 2). Subsequently, the continual
emergence of TRM issues across the Joint Technical Architecture (JTA) community resulted in
the TRMWG also being designated asa TRM Joint Technical Architecture Development Group
(JTADG,) advisory group. In this capacity, the TRMWG was tasked to provide insight and written
commentary to the JTADG initsroleasaTRM consultant and body of expertise. Subsequently, a
JTADG TRM Ad Hoc Focus Group was created to support the JTA process. The JTA Ad Hoc
Focus Group works closely with the TRMWG.

The TRMWG comprises DoD members from the Services and Agencies, other Federal agencies,
industry, and other TRM-knowledgeable sources. Many of the TRMWG memberswear dual hats
in that they are also members of the JTADG. Current TRMWG members represent the following
Services and Agencies: Army; Navy; Air Force; Marine Corps; DISA; Office of the Secretary of
Defense (OSD); Defense Modeling and Simulation Office (DM SO); Command, Control,
Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C41SR); Weapon
Systems Technical Architecture Working Group (WSTAWG); Ballistic Missile Defense Office
(BMDO); National Imagery and Mapping Agency (NIMA); National Reconnaissance Office
(NRO); academia and industry.

See Appendix A of thisdocument for References identified in square brackets “[]” used in the text
of the DoD TRM.
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SECTION 2: TECHNICAL REFERENCE MODELS

2.1 BACKGROUND

When two or more systems or components are required to interoperate or exchange information, a
set of common and consistent service and interface definitions is needed to ensure the integrity of
the information to be passed or exchanged. The set of definitions, integrated into aframework or
abstraction, is known as areference model. The need for areference model is now recognized by
the Information Technology community. In retrospect, the importance of such a set of definitions
was not fully realized by the broader DoD community while systems remained isolated or
compartmented in domain specific functional areas. The realization became even more apparent
when consistent means of adjudicating interoperability, architectural, open systems, and standard
selection issues were needed by system architects and developers. Rapid changes in technology
and the need to provide extensive user coordination and effect joint operations have further
underscored the need for such a set of definitions associated around a model. In the absence of a
common model, DoD Services and Agencies were left no choice but to develop their own domain
reference modelsin an effort to satisfy their requirements and users. The net effect of model
proliferation over time has been confusion, model inconsistencies, and barriersin the DoD Joint
Staff effort to achieve greater and more effective interoperability. The need for afoundation
model that provides greater definition and clarity of services and interfacesis essentia if aDoD
open-systems approach conducive to interoperability isto be achieved.

Theintent of the Technical Reference Model isto minimize continued proliferation of domain
modelsin support of open systems and interoperability across domains, in joint operations, and
across awide range of applications.

2.2 TRM CONCEPT

Diverse and demanding DoD requirements have resulted in the emergence of a number of
different technical reference models or model variants across the Services (e.g., Army, Navy) and
Agencies (e.g., DISA, NIMA, NASA). These models contain many common elements between
them, (e.g., service and interface definitions, similar structures, and a significant overlap in
functional capabilities). Furthermore, the source of these different models or variants from an
earlier common high-level abstraction (i.e., NIST and | EEE reference model) suggests that a
common representation may be possible to counter model proliferation by the Services and
Agencies. An examination of Service-domain functional models reveals that they share many
common elements (i.e, entities, services, interfaces) that provide the basis to develop a common
representation or higher-level abstraction model in which interoperability can be supported on a
larger scale. It would be in DoD’ s best interests to develop a high-level interoperability model,
such asthe DoD TRM, that can satisfy different operational domains such as those identified by
the Joint Technical Architecture (e.g., C41SR, Weapon Systems, Modeling and Simulation, and
Combat Support).

In the past, custom systems were developed for specific hardware platforms using proprietary
systems software (e.g., operating system, text editor, file management utilities). Such

customi zation was necessary because DoD requirements were unique relative to those found in
the commercia marketplace. These systems were not designed to interoperate with other systems
nor to be portable to other hardware platforms. In addition, different systemswere developed to
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perform similar functions at different levels of the overall DoD organization (national, theater,
and unit) and for the different Services (Army, Navy, Air Force, Marine Corps). Asaresult, many
of the systems proved to be functionally redundant with those of other applications. Thissituation
often hindered systems evolution toward greater interoperahility, data sharing, portability, and
software reuse.

Proper attention to, and application of, the DoD TRM will assist organizations in achieving more
effective levels of portability and interoperability in the following ways:

* Interoperability requirements are described in a consistent and common manner.
» Consistent specification of system architecture.

» Support for commonality across systems.

» Consistent use of standards.

» Comprehensive identification of interfaces.

Any such model must also be evolutionary and flexible enough to support current as well as
future needs across a broad range of requirements and platform configurations. The model must
be tailorable to enable users to extract only those elements required to support their domain needs
and to exploit technology. The set of services and interfaces must also be robust enough and
malleable to enable system architects and devel opersto develop their domain-specific views. The
DoD TRM isintended to fill that role.

2.2.1 Consistent and Common Interoperability Requirements

Information exchange and interoperability requirements between DoD systems can be described
in terms of the model’ s vocabulary and the particular layer of the model affected by the
requirement. The use of the DoD TRM may influence the description of requirementsin such a
way that standards may emerge for describing interoperability requirements.

Using the DoD TRM, systems can be defined in terms of consistent definitions and common
functionality (i.e., viathe services and interfaces). The functionality is needed to provide
interoperability, portability, and scalability of computerized applications across networks of
heterogeneous hardware/software platforms. Information exchange and interoperability
requirements between DoD systems can be described in terms of the model’ s vocabulary and
structure. The model may even be used to develop guides for describing interoperability
requirements.

2.2.2 Consistent Specification of System Architecture

The DoD TRM facilitates developing system architectures that specify the characteristics of key
system interface requirements and ensure that these requirements and the system and technical
“responses’ are clearly related to each other acrossall views of the architecture (operational,
system, and technical). The application layer, for example, should be defined primarily in support
of application interoperability and portability.

The system architecture can be consistently specified to ensure that open system requirements and
interoperability considerations are addressed. For example, the External Environment Interface
(EEI) istheinterface between the application platform and the external environment across which
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information is exchanged. It is defined primarily in support of system and application software
interoperability. Data administration defines the standardization and registration of individual
data element typesto meet the requirementsfor data sharing and interoperability among
information systems throughout the enterprise.

2.2.3 Support for Commonality Across Systems

The DoD TRM facilitates the development of a common infrastructure to support interoperability
and portability of applications. The DoD TRM guides the implementation of a communications
and computing infrastructure based on open systems and common interoperability and including,
but not limited to, operating systems, database management, data interchange, network services,
network management, and user interfaces. The basisfor acommon infrastructureis to identify
core capabilitiesthat are applicable across multiple services. This, in the near term, enables the
migration from static and monolithic applications (stovepipes) to a more open environment
enabling data and data format transparency across different platforms.

2.2.4 Consistent Use of Standards

Use of the DoD TRM facilitates the profiling and grouping of standards, asin the Joint Technical
Architecture (JTA).

2.2.5 Comprehensive Identification of Interfaces

The DoD TRM, viaits combination of service and interface views, facilitates the identification
and definition of acomprehensive set of interface specifications. Thisis needed to support
development of complex DoD systems.

2.3 JTA RELATIONSHIP

The DoD TRM isthe foundation of the JTA aswell as of other initiatives such asthe DIl COE.
The TRM isthe key source of service and interface definitionsthat provide part of the JTA
document structure and the accompanying service descriptions. Some parts of theJTA, (e.g.,
domain annexes), prefer to use and reference the DoD TRM interface views in specifying their
requirements. The ability of the DoD TRM to support different types of system requirements and
different viewsisillustrated by the varied use of the model within the DoD community and within
the JTA document.

The DoD TRM and JTA have been expanded to accommaodate real-time embedded weapons and
avionics system domains, as well as modeling and simulation domains. These domains
traditionally have systems or components that require carefully engineered, certifiable, real-time
performance requirements. In order to keep the DoD TRM current, anumber of different views
within the same model are required from which a number of more specific domain-oriented
representations can be derived. These representations are a so capable of supporting real-time
system devel opment concerns more effectively.

7 Technical Reference Model
9 April 2001



2.4 OPEN SYSTEMS/REUSE

One of the key benefits expected from consistent TRM application isasignificant increasein
development efficiency due to software and system component reuse. Part of the reason for this
increase in the efficiency in developing DoD systems will be due to the use of standards-based
open system environments. These standards-based environments will facilitate the reuse of
software, hardware, and processes used to solve problems within a domain.

Establishing standards-based open system environments that accommodate the injection of new
standards, technologies and applications will occur on a DoD-wide basis. These standards-based
environments provide the basis for development of common applications that can be reused to
provide similar functionality in other systems.

Many of the systems developed within adomain (such as command and control systems or
intelligence systems) provide many of the same functionsin most of the implementations of the
concept. Most command and control systems, for example, provide message processing, message
composition, communications, and situation-monitoring functions (which often include
geopositional display capabilities). Most of these functions are now being provided by off-the-
shelf hardware and software, which is amix of commercia products and Government-devel oped
software.

For those applications that must be custom-developed, incorporating software reuse into the
development methodology will reduce the amount of software developed and add to the inventory
of software suitable for reuse by other systems. Developerswill look for smilar applications that
can be easily modified to meet new requirements or, in limited cases, develop new software using
some componentsfrom areuse library. Rare is the case where an application must be completely
developed from scratch.

The DoD TRM provides a basis for consistency in viewing, discussing, and configuring these
reusable components in awide range of systems.

25 ARCHITECTURE

The DoD TRM isauseful structuring tool in the development of the three major architecture
views (operational, system, and technical) defined by the DoD Architecture Framework [13].

An Operational Architecture (OA) view describes the tasks and activities, operational elements,
and information flows required to accomplish or support amilitary operation. The OA identifies
the operational needs of the warfighter at the application level of abstraction. It defines the types
of information exchanged, the frequency of the exchange, which tasks and activities are supported
by the information exchanges, and the nature of information exchangesin detail sufficient to
ascertain specific interoperability.

A System Architecture (SA) view can be defined at various levels, however, in DoD it is
primarily a high-level description of the systems and interconnections that support the warfighter
function. The SA together with the OA shows how multiple systemslink and interoperate and
may describe the internal construction and operations of particular systems within the
architecture. For the individual system, the view includes the physical connection, location, and
identification of key nodes (including materiel item nodes), circuits, networks, warfighting
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platforms, etc., and it specifies system and component performance parameters (e.g., mean time
between failure, maintainability, availability). The view associates physical resources and their
performance attributes with the operational view and its requirements following standards defined
in the technical architecture.

A Technical Architecture (TA) view is an established set of enterprisewide system
implementation guidelines upon which engineering specifications are based, common building
blocks are built, and product lines are devel oped. The primary purpose o a TA isto definea
collection of the technica standards, conventions, rules, and criteriathat govern system
implementation and system operation. A TA isintended to be the minimum set of rules governing
the arrangement, interaction, and interdependence of system parts or elements, whose purposeis
to ensure that a conformant system satisfies a specified set of requirements. It is based on
associations between operational requirements and their supporting systems, enabling
technologies and interoperability criteria.

Each of the above defined architecturesis influenced by the DoD TRM, which provides a pivotal
reference in defining key concepts for services and their interfaces. The TRM servesto provide
DoD architects with a common reference point asthey proceed through the various phases of
defining their architecture models, and for structuring the development of detailed architectural
products. Additional detail on the definitions and interdependencies of OA, SA, and TA views can
be found in the DoD Joint Technical Architecture (JTA), Version 3.1, dated 31 March 2000.
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SECTION 3: HISTORICAL TECHNICAL REFERENCE MODELS

3.1 INTRODUCTION

This section presents the three key models—Portable Operating System Interface (POSIX),
Technical Architecture Framework for Information Management (TAFIM) TRM, and Generic
Open Architecture (GOA)—that serve as the foundation for developing and enhancing the
Department of Defense (DoD) Technical Reference Model (TRM) described in Section 4. The
DoD TRM adopts the structure of the POSI X reference model and combines it with the service
view of the TAFIM TRM and the interface view of the GOA model into asingle uniform and
tailorable model. The objective of the model is to provide a complete and more extensive set of
model features and capabilities. The DoD TRM thus provides consistency of user application by a
broader defense community to address interoperability, open systems, acquisition, and
management issues associated with commercial off-the-shelf (COTS) and Government off-the-
shelf (GOTS) products. The models presented in this section arefor historical references and have
been superceded by the DoD TRM. Use of the DoD TRM enables a seamless transition with
models mentioned in this section and should not create any problems or imcompatibilitieswith
past applications of these models.

3.2 POSIX GENERIC MODEL

The generic DoD Technical Reference Model isa concept based on entities, interfaces, and
servicesthat provide abasis for the selection of standards. To alarge extent, the DoD TRM adopts
the foundation work of the International Organization for Standardization (1SO) Open Systems
Environment (OSE) Reference Model Working Group asreflected in the | SO/International
Electro-Technical Commission (IEC) Technical Report 14252 - 1995 (IEE 1003.0 - 1995), Guide
to the POSIX Open System Environment. Within the guide, an interface is defined as* ashared
boundary between the two functional units.” The functional units are referred to as “entities”
when discussing the classification of items related to application portability.

The basic elements of the generic DoD TRM are those identified in the POSIX OSE Reference
Model and are presented in Figure 3-1. Asshown in thefigure, the model includes three classes of
entities and two types of interfaces as follows:

» Application Software Entity

» Application Program Interface (API)
» Application Platform Entity

» Externa Environment Interface (EEI)
* Externa Environment

This model has been generalized to the point that it can accommodate awide variety of general-
and special-purpose systems. More detailed information is presented in subsequent sections, with
its service specifications allowing for tailoring, subsets, or extensions as needed
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Application
Software Entity

Application
API Program
Services Interface
. (API)
Application
Platform Entity
EEI E>_<terna|
Services Environment
Interface
(EEI)
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Environment

Reference: IEEE Guide to the POSIX Open System Environment
( IEEE 1003.0-1995), Institute of Electrical and Electronics Engineers, Inc.,1995

Figure 3-1 POSIX Open System Environment Reference Model

From the perspective of the application software entity, these services are provided by an
application platform whether the particular services are provided from the local platform or from
remote platforms that may comprise one or more nodes of alarger distributed system. The generic
model can aso be applied in a distributed environment and networked environment.

3.3 TAFIM TECHNICAL REFERENCE MODEL (TRM)
3.3.1 TAFIM TRM Overview

The TAFIM TRM, Version 3.0 in support of DoD’ s InformationTechnology initiatives, provides
acommon conceptual framework and defines a common vocabulary to assist the diverse
components within DoD. TAFIM TRM Version 3.0 represents the last DoD approved version for
dissemination across the CINC's, Services and Agencies, and is defined as, and represented in,
TAFIM Volume 2. With the exception of the two sets of interfaces defined (i.e., application
program interfaces and external environment interfaces), the model represents a service-centric
view (i.e., focusing on the services and their definitions).

3.3.2 TAFIM Description

Figure 3-2 expands upon Figure 3-1 to present the TAFIM TRM entities and interfaces, including
the service areas of the Application Platform and related services. Figure 3-2 depictsonly entities,
interfaces, and service areas and does not imply interrelationships among the service areas. The
TAFIM TRM decomposed the top entity of Figure 3-2 into two sub-entities: aMission-Area
Applications sub-entity and a Support Applications sub-entity. Thiswas done in part to
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distinguish between unique mission-support software applications and common applications that
can be standardized across individua or multiple mission areas. This decomposition convention
has been carried into the DoD TRM. The broadening of the DoD TRM beyond C41SR
applications into other DoD enterprise domains and its adoption by industry hasresulted in afew
name changes to entities. The new names are more generic and appropriate. (See Figure 4-2)

Support Applications

-

I I
Business | Environment | Database ! Engineering | |
|

I

Multi- Communi-
Media : cations :Processing I Management: Utilities : Support
I
_ Distributed
Security Computing
Services Services

Engineering | Interface IManagement InterchangeI Services IServu:es

Services | Services | Services | Services
| |

____________________ |
ystem
Management

EEl Internationalization Services
Services

I

I

I

| | | . !
Software User Data Data | Graphics Communications |
i |

|

|

|

Information

Communications Interchange

Figure 3-2 TAFIMTechnical Reference Model

Using the DoD TRM document definitions users should assess their own requirements and create
alisting of services, interfaces, and standards that satisfy their own mission-areaneeds. Users
who have adopted variations of Figure 3-2 should consider adopting the DoD TRM (Figure 4-5)
when planning amajor revision of their documentation or application.

3.3.2.1 Application Software Entity

The TAFIM model decomposes the Application Software Entity into two sub-entities: a Mission-
Area Applications sub-entity that implements specific end-user requirements or needs; and a
Support Applications sub-entity that represents common applications that can be standardized
across individual or multiple mission areas. Support Applications and their services can be made
available to the user or can be used to develop mission-area-specific applications.
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3.3.2.2 Application Platform Entity

This entity provides a characterization of the terms used to describe the Application Platform
Service Areas of the TRM. These terms provide a common definition for the services and
interfaces used by DoD information systems. The TAFIM TRM distinguishes and groups services
acrossthree levels: Mgjor Service Area(MSA), Mid-level Service Area(MLSA), and aBase-
Service Area (BSA). The DoD TRM only adopts the major Service Areas and groups respective
and associated sub-services beneath the MSA. The intent of the latter isto simplify service
associations and facilitate the introduction of new services and technologies.

The distinction of major mid- and base-level services areas, has not been carried through in the
DoD TRM. Thefocus of the DoD TRM isthe concentration and availability of a common set of
definitions and relations that can be used to define interoperability and open-system needs.

3.4 GENERIC OPEN ARCHITECTURE (GOA) FRAMEWORK
3.4.1 GOA Introduction

The Generic Open Architecture (GOA) Framework is a reference model devel oped by the
Avionics Systems Division (ASD) of the Society of Automotive Engineers (SAE). The SAE GOA
model evolved from the NASA Space Generic Open Avionics Architecture (SGOAA) model, as
documented in NASA CR 188269. The SAE GOA model is documented as a standard in
publication SAE AS4893 “ Generic Open Architecture (GOA) Framework.” Additional
information associated with the GOA Framework standard is documented in publication SAE
AIR5315 “ Rationale and Overview of Generic Open Architecture (GOA) Framework Standard.”

3.4.2 GOA Overview

The GOA Framework defines a processing node reference model within a system of
interconnected and inter-related processing nodes. Figure 3-3 graphically depicts the Generic
Open Architecture (GOA) Framework asillustrated in the SAE GOA standard. This reference
model defines a generic set of four hierarchical layers of functionality with each layer composed
of components termed entities. The GOA Framework further defines nine classes of interfaces
mapped to the generic model layers. The instance of acomplete set of layers with associated
interface points on a given processing node istermed a GOA Stack. The composite of the lower
three layersis comparable to the applications platform as defined by the IEEE POSIX reference
model and TAFIM TRM
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Figure 3-3 Placement of Interface Classes with the GOA Framework
(Two Platform View)

The GOA Framework defines four hierarchical layers and isdistinctive in its definitions of direct
and logical interfaces.

3.4.2.1 GOA Layers
The GOA Framework layers are briefly defined as follows:

Layer 4 isthe highest hierarchical layer and is termed the Applications Software layer. This
layer corresponds to the DoD TRM Application Software entity described in paragraph 4.4.1
and Figure 4-4.

Layer 3isthe top software isolation layer directly below the Software Applications layer and
istermed the System Services Layer.

Layer 2 isalso anisolation layer and istermed the Resource Access Services layer. It iscom-
posed of low-level services or functional entities, typically referred to as “device or hardware
functions drivers,” which abstract hardware entity details from layer 3.
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Layer 1isthe lowest hierarchical layer and is termed the Physical Resources layer. It may be
composed of just hardware entities, but could also include firmware and very low level soft-
ware.

Layer 1, Layer 2, and Layer 3 form the Application Platform or “host” for Layer 4 Applications
software, in the DoD TRM, Figure 4-4.

These layers are interconnected via direct (e.g., 4D, 3X, 3D, 2D, and 1D) and logical (e.g., 4L,
3L, 2L, and 1L) interfaces that define their relationships.

3.4.2.2 GOA Interface Classes

Logical Interface: A GOA Framework interface, dashed linesin Figure 3-3, isthe specification
among peer entities that supports the understanding necessary for sharing of information (objects,
data, parameters, status, and control) among those entities, and can be independent of the
exchange transport mechani sms and media between them.

Direct Interface: A GOA Framework interface, solid linesin Figure 3-3, is the specification
among hierarchical entitiesthat supports the physical transfer of information (objects, data,
parameters, status, and control) among those entities.

These logical and direct interfaces are fully defined in the SAE AS 4893 standard document.
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3.5 SUMMARY AND CONCLUSIONS
3.5.1 General Correspondence Between the TAFIM TRM and GOA Framework

The GOA isahierarchical framework based upon the same POSIX foundation astheTAFIM
TRM. Both models consist of: Application Software, Application Platform, and External
Environment. The Application Platform isfurther sub-layered into System Services, Operating

TRM GOA

Application Software
[ Mission Area ] Logical

Applications  Jp--------- Application Software
: Interface
[Support Applications]
API Direct Interface
Logical

L [System Services]
Application Platform f---------

Interface
[R

esource Access
Services

EEI [Physical Resources]

| Direct Interface

External Environment
(Networks and other Media)

Figure 3-4 TRM and GOA Layer Correspondence

System and other elements depending on the view utilized (see Section 4.0 for details). Figure 3-4
shows the high-level correspondence of the TAFIM TRM layers to the GOA Framework. In
Figure 3-4 horizontal lines (dashed lines) correspond to logical interfaces, and vertical lines (solid
lines) correspond to direct interfaces. The notion expressed in Figure 3-4 is that operational
entities communicate vialogical interfaces. The semantics of those communications are the result
of invoking some set of underlying services whose service entities communicate through direct
interfaces. Logical and Direct interfaces are the coarsest distinction in the GOA. Direct interfaces
are those that define a service/consumer relationship between adjacent layersin the GOA model.
Direct interfaces are those involved with sending, routing, and receiving data between two or
more entities. Logical interfaces define peer-to-peer relationships between entities within the
same GOA layer. Logical interfaces are the GOA reguirement associated with establishing a data
interchange between a source of dataand its destination. Therefore, if the GOA layers are mapped
to the TRM layers and the TRM dataflow is known, a GOA-compliant instance of the DoD TRM
should be derivable. Figure 3-4 reveals an important principle of the GOA class organization:
Logical Interfaces to Services are implemented via Direct Interfaces. In order to map the
partitions of logical and direct interface to the layers of the architecture, the relationships between
application software, system services, and resource services (drivers) will need to be elaborated.
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3.5.2 Conclusion

Services and their accompanying definitions are used to ensure consistency and equivalency
between two or more system components required to communicate (e.g., establish an accurate
alignment of information sources to destinations). The extensive nature of GOA interfaces,
together with the elaborate set of TAFIM service definitions, provides aviable set of parameters
from which interoperability and open system needs can be defined and established to effectively
support operational and mission needs. The DoD TRM described in Section 4 represents a
combination of the best features and elements of theTAFIM TRM and the SAE GOA model.

The DoD TRM represents an update to, and hence replacement of, the TAFIM TRM. DoD
Memorandum [Appendix B, Reference # B.7] establishes the DoD TRM asthe defacto model by
superceding the TAFIM TRM. The DoD TRM model uses the interface elaboration and
conventions of the SAE GOA to define those interfaces contained within its APIs and EEls.
Adoption of the SAE GOA convention facilitates mapping of the interface views with the service
views across models. In this manner, TAFIM TRM users, SAE GOA users, and DoD TRM users
can easily map services and interfaces from their respective model or system to either legacy or
newly tailored models to ensure interoperability.

It should be noted that none of the model application configurations presented in this section are
limited to asingle platform. For example, the two processor configuration identified in Figure 3-3
can be expanded to accommodate additional platforms connected via the external environment.
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SECTION 4: DOD TECHNICAL REFERENCE MODEL

4.1 NEW MODEL CONCEPT

The Department of Defense (DoD) Technical Reference Model (TRM) integrates the service view
and interface view to meet the requirements of increasingly diverse and complex systems. The
DoD TRM can be tailored to support awide range of requirements, based in part on thefollowing
characteristics of the mode!:

» Ability of the model to support system architectures so that migration, enhancement,
and technology insertion efforts can be supported.

» Degree(s) of freedom enabled by the model to select and or expand on services and
interfaces.

» Ability of the model to support and allow new service and interface definitions,
associations, and environment configurations (e.g.., network, distributed, platform-
centric, multiplatform, and decentralized).

» Ability of the model to present or support different views (e.g., services only, interfaces
only, services and interfaces, functional).

» Ease of mapping the model to other known reference models to facilitate establishment
of relationships and links.

4.2 STRUCTURE AND MULTIPLE VIEWS

The model presented in Figure 4-1 is based on the same IEEE POSIX three-entity model
discussed earlier in Section 3.2. For the sake of discussion, the three-entity model is duplicated
and shown asthe six major entity blocks contained in Figure 4-1 with corresponding interfaces
identified between entity blocks. This basic variation can be transformed to the various
configurations contained in all of the other models found in DoD. This model is anon-intrusive
model in that other lower-level models, currently being used across DoD, are not impacted and
can be easily derived from thismodel. The Figure 4-1 model view presents a means of
establishing communications (linking) between models to resolve differencesin their structure.
The Figure 4-1 model enablesthe identification of direct and logical interfaces between the
entities (discussed in greater detail in Section 4.5). Services may reside on more than one platform
and accessed vialogical interfaces. Representations of distributed, networked, client-server, and
multi-processor configurations can also be clearly depicted using the diagram and adding
additional entity blocks as needed. These representations were always implied in the documented
DoD models (e.g., TAFIM TRM), but not clearly depicted.

Figure 4-1 enables the association and assignment of respective services and service groups
within each of the major block (entity) designations. Elaborating on the services and major
service groups and their mapping into the six major entities isintentionally deferred at thistime.
Thisisin recognition of the fact that some models, at the next level of decomposition, will further
decompose or break-out entities differently depending upon their domain of application or
requirements. For example, in the TAFIM TRM the top most entity— the Application Software
Entity—is broken down into a Mission-Area Application and a Support Application. Thisis
primarily doneto separate or identify mission-specific end-user requirementsor needs. Thus, it is
premature to assign services to an entity-level until the final entity level decomposition occurs.

19 Technical Reference Model
9 April 2001



The high-level view presented in the six-block model enables assignment of servicesand
interoperability discussionsto occur in a neutral setting, in the absence of polarizing views that
occur when services are assigned to major service groups or sub-entity levels. An effective
reference model, as a minimum, should assist in establishing common definitions, relationships,

Application Application
Software Entity R — > | Software Entity
Application
Program
Interfaces
Application |g—————— | Application
Platform Entity Platform Entity
———— Logical
External Interfaces
Environment .
Interfaces — Direct
Interfaces
External External

Environment < —|  Environment

Figure 4-1 High Level Representation of the DoD TRM

and associations for purposes of understanding interoperability issues and subsequently the
selection of standards and reusable components. The high-level representation model can aso be
used to group respective services and interfaces of other existing models to establish domain
boundaries and equivalency. The latter supportstransformations between models. Thishigh-level
model isintended to enable communications from one DoD community and their model to
another. The model is not a“new” replacement model nor isit an architecture, but it should be
viewed as an aid to assist in addressing interoperability issues and as an enhancement to the
TAFIM TRM.

Key features of the high level representation DoD model shown in Figure 4-1 are the model’s
abilitiesto:

» Providefor individual tailoring to existing and emerging user requirements and needs.

» Enable transformations from one model or view to another for purposes of
understanding semantics and intended use.

» Enable the identification and inclusion of new services and interfaces that may be
needed due to performance, technology, and hardware demands.

* Provide acommon and independent DoD framework to address interoperability issues
across awide range of DoD systems.
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» Associate service and interface groups across more than one platform.

» Examine and address interoperability issues (snce the model can be applied to
commercial models external to DoD).

The DoD TRM represents an enhanced and harmonized model incorporating the best
characteristics of several modelsto support a broad range of DoD systems, both real-time and
non-real-time.

4.3 MAJOR ELEMENTS

The three major elements of the model are (1) the services, (2) the interfaces and (3) the entities
that contain the services and interfaces. Entities have interfaces to other entities, and the specific
interface nature is determined by the configuration established by the user. Apart from core
services and interfaces, the contents and organization of an entity are left up to the user and
tailoring requirements within the limits of the entity definition.

Entities

Entities are the elements of the model that contain the services and interfaces subsequently used
to select and refine a set of standards. Entities contain the major service areas that may be
common across several entities. The DoD TRM does not distinguish below the major service area
since these service associations are unique to specific models. Lower-level services and interfaces
form the basis for defining and tailoring multiple model views.

Services

The serviceis a key common element that establishesalink (i.e., common denominator) between
requirements, standards, and the supporting environment (tools). Services support requirements
viatheir functions and capabilities, while standards implement services. The service definitions
contained in this document represent an extensive set derived from key reference model
documents (see Appendix A) and coordinated viathe Technical Reference Model Working Group
(TRMWG) and the Services. The service descriptions are intended to provide consistent
definitions that can be applied across the different domains of application. They are intended to
provide uniform means of establishing agreement and consensus between the different users on
what aserviceis, and what isand isnot included inits set of supporting functions and capabilities.
The existence of an extensive set of core services does not mandate that a particular model or user
include all or use al of those services identified in the core set. Users may select the set of core
services applicable to them.

It is also recognized that some services may be included in more than one major service area or
may migrate from one major service areato another due to user requirements or technology
drivers that necessitate such. Services may encompass both hardware and software capabilities.
Asthelist of servicesis expanded, additional guidance on their use will be included in this
document. However, the existence of a core service with its accompanying definition should not
be modified indiscriminately. Users must utilize that definition or justify why it should be
modified before they are free to invent new service definitions for an existing one.
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Interfaces

To support a broad range of system capabilities and performance requirements (inclusive of rea -
time needs) an extensive set of interfacesisrequired within the model. Interfaces represent the
“pipes’ through which al services are provided. The interface provides the “ connective tissue”
between the entitiesin Figure 4-1. These “pipes’ are represented by a set of horizontal and
vertical interfaces that fal into two major categories: logical and direct. Logical interfaces define
what information isexchanged, i.e., they represent establishment of a data interchange between a
source of data and its destination. Logical interfaces define peer-to-peer relationships between
similar entities (at the same level of abstraction). Direct interfaces define relationships between
adjacent entities and are those “directly” involved with the transmission, receipt, and routing of
data between the entities. Direct interfaces allow the identification of operating system-to-
extended-operating-system interfaces essential in weapon systems. The identification and type of
interface is determined by user requirements and the operational domain in which asystem isto
be deployed.

The Figure 4-1 configuration thus allows for a robust and compl ete description of services and
interfaces needed to effectively and adequately describe (tailor) a user’s needs across a broad
range of systems, applications, or platform configurations. The figure also identifies various
configurations that a system may require in supporting its operational mission in both the
classified and unclassified mode.

DoD Technical Reference Model (DoD-TRM)
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Figure 4-2 DoD TRM Multi-platform View Showing both Services and Interfaces
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Figure 4-2 isthe same basic model shown in Figure 4-1 with additional entity decomposition to
illustrate that either a service or interface view, or both, can be graphically represented at the
user’sdiscretion. The figure also shows the tailorable nature of the model. This elaboration
enabl es coexistence of a service view with an interface view. This depiction can provide accurate
service relationships and present specific logical and direct interfaces where required for any
domain. Figure 4-3 shows the DoD TRM servicesview of Figure 4-2, identifying examples of
service areas. The representation also allows for future addition of other services or interfaces,
should they be required, without changing the intent or semantics of the model.
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Figure 4-3 DoD TRM Services View

4.4 SERVICE AREAS

Theinitial delineation of major service areas, such as those identified in Figure 4-3, and their
orientation (i.e., horizontal or vertical) is presented to assist readersin associating a particular
service with an entity. Services or a subset of the services may migrate from one entity level to
another depending on the application, and its commonality and use within an enterprise domain.
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Similarly, aservice or its subset may exist in more than one model entity depending on the
application or view. For example, security service components may be distributed or co-exist
across severa entities depending on how the security isimplemented in terms of responsibility,
levels of trust and compartmentalization, and operating-system architecture.

Figure 4-3 identifies major service areas commonly found within specific entities. The major
service areas and the associated sub-servicesin any model are established as a product of the
tailoring process in which requirements and specific user needs are identified.

Some models at higher levels of abstraction (e.g., major service area) label services differently
(e.g., Communication Hardware Services versus Physical Services); but their lower sub-service
levels consist of exactly the same components. For this reason, establishing equivalency between
different models or views must be done at the sub-service (lower-level detailed service definition)
level. Figure 4-3 isused to initiate the user’s tailoring process in support of atailored view. It
provides aframework that enables communications between users and identifies major service
and interface boundaries and constraints.

The DoD TRM consists of an initial set of services (i.e., high-level or mgor service areas), and
contains or pointsto lower-level services (i.e., domain specific). Lower-level servicesform the
basis for defining and tailoring multiple views as reflected in the service definitions beginning
with section 4.4.1. A clear distinction must be made between those services and el ements that are
to be included asreflected in the service definitions beginning with section 4.4.1, and those that
will be excluded or not used when aview is selected.

4.4.1 Application Software

The DoD TRM promotes the goals for developing modular applications and promoting software
reuse to support the broad range of activitiesintegral to any organization. To satisfy these goals,
functional (user) applications development will, in many respects, become an integration activity
as much as a development activity. Application development will likely be accomplished by
dividing and/or consolidating common functional requirementsinto discrete modules. Previousy
devel oped reusable code or Government off-the-shelf (GOTS) applications that could satisfy
some, if not all, of the new functional requirements would be identified. Such reusable code/
applications would then be integrated, to the extent possible, to become the software pieces
necessary to complete the mission and/or support applications that will satisfy al of the
requirements. In the DoD TRM, applications software can be divided into user applications and
support applications.

4.4.1.1 User Applications

User applications implement specific end-user requirements or needs (e.g., embedded medical,
position/navigation, sensor, payroll, accounting, materiel management, personnel, control of
real-time systems, analysis of order of battle). This application software may be commercial off-
the-shelf (COTYS) or GOTS, custom-developed, or a combination of these. In addition to
application software, an information system may include data that can be application-specific
(e.g., alog of invoices and payments) or an integral software part (e.g., translators, application
parameters, screen definitions, diagnostic messages).
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4.4.1.2 Support Applications

Support applications are common applications (e.g., e-mail, word processing, spreadsheets) that
can be standardized acrossindividua or multiple-user areas. The services they provide can be
used to develop user-specific applications or can be made available to the user. Support
applications may be COTS products selected to provide a service in acommon manner, or they
may be GOT S applications developed to meet a DoD-unique need and reused in multiple systems.
The Defense Information Infrastructure (DI1) Common Operating Environment (COE) includes
several support applications to provide common functions such as message handling, network
browsing, and mapping. For example, the Joint Mapping Toolkit (IMTK) provides objects and
services to support geospatial analysis, mapping (visual) display, geospatial database
management, and image preprocessing.

The set of services described in this section provide descriptions of initial capabilities that will be
used to define, acquire, and develop common shared applications or select reusable software. The
services have been grouped into major service areas categorized by function to enable
applications to be associated with specific services. The service areas and serviceswill most
likely change over time. New services will be added or, in some cases, existing services will be
rearranged and merged into new service areas. Some of the services, particularly those found in
the multimedia category, will be used as building blocksto implement other services. An
implementation of a support application may actually merge several services from severd
different aresas.

4.41.2.1 Multimedia Services

Multimedia services provide the capability to manipulate and manage information consisting of
text, graphics, images, video, and audio. These services can be used directly by user applications,
but they can also be used by other support applicationsto satisfy acommon requirement. These
services can be used in combination or separatdy. Multimedia services include:

Text-processing services, including the capability to create, edit, merge, and format text.

Document-processing services, including the capability to create, edit, merge, and format
documents. These services enable the composition of documents that incorporate graphics,
images, and even voice annotation, along with stylized text. Included are advanced formatting and
editing services such as style guides, spell-checking, use of multiple columns, table-of-contents
generation, headers and footers, outlining tools, and support for scanning images into bit-mapped
formats.

Electronic-publishing services, including incorporation of photographic-quality images and color
graphics, and advanced formatting and style features such as wrapping text around graphic
objects or pictures and kerning (i.e., changing the spacing between text characters). These
services also interface with sophisticated printing and production equi pment.

Geographic information system (GIS) services, including the capability to create, combine,
manipulate, analyze, and present geospatial information. Thisincludes the creation of entity
symbology that overlays the map background display and accessto standard symbol libraries.

25 Technical Reference Model
9 April 2001



Image-processing services, providing for the capture, scan, creation, and edit of imagesin
accordance with recognized image-formatting standards.

Video-processing services, including the capability to capture, compose, and edit video
information. Still graphics and title-generation services are also provided.

Audio-processing services, including the capability to capture, compose, and edit audio
information.

Multimedia-processing services, including the capability to compress, store, retrieve, modify,
sort, search, and print all or any combination of the above-mentioned media, and to perform these
actions on two or more types of media simultaneoudly. Thisincludes support for microform
media, optical-storage technol ogy that allows for storage of scanned or computer-produced
documents using digital storage techniques, a scanning capability, and data compression.
Additionally, multimedia processing includes hypermedia processing. Hypermedia provides the
capability to create and browse documents that alow usersto interactively navigate through the
document using information embedded in the document.

4.4.1.2.2 Communications Applications

Communications services provide the capability to send, receive, forward, and manage electronic
and voice messages. They al so provide information exchange applications in support of
interpersonal conferences. These applications include:

Personal-messaging services, including the capability to send, receive, forward, store, display,
and manage persona messages. Thisincludes the capability to append files and documents to
messages. Messages may include any combination of data, text, audio, graphics, and images and
should be capable of being formatted into standard data-interchange formats. This service
includes the use of directories and distribution listsfor routing information, the ability to assign
priorities, the use of pre-formatted el ectronic forms, and the capability to trace the status of
messages. Associated servicesinclude a summarized listing of incoming messages, alog of
messages received and read, the ability to file or print messages, and the ability to reply to or
forward messages.

Organizational messaging services, including the capability to send, receive, forward, display,
retrieve, prioritize, and manage predefined and unformatted organizational messages are included
in this service area. Organizational messages should use standard data-interchange formats and
may include any combination of data, text, audio, graphics, and images. Thisincludesthe
capability to review and authenticate messages. Incoming message processing services include
receipt, validation, distribution, and dissemination of incoming unformatted messages based on
message profiling, message precedence, and system-security restrictions. User support
applications include the selection and display of messages from a message queue, online
management of search profiles, search and retrieval of stored messages based on message content
comparison to queriesformulated by the analysts, and composition of record messages for
transmission. Outgoi ng message-processing services include coordination by the command' s staff
organizations, authorized release, and verification of record messages prior to transmission.
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Enhanced telephony applications, including call-forwarding, call-waiting, programmed
directories, teleconferencing, automatic call distribution (useful for busy customer service areas),
call detail recording, and voice mail.

Shared-screen teleconferencing applications, which allow two or more users to communicate and
collaborate using audioconferencing with common “ shared” workstation windows that refresh
whenever someone displays new material or changes an existing display. Every user is provided
with the capability to graphically annotate or modify the shared conference window.

Videoconferencing services, which provide two-way video transmission between different sites.
These services include full motion display of events and participantsin a bidirectional manner,
and support for the management of directing the cameras, ranging from fixed-position, to sender-
directed, to receiver-directed, to automated sound pickup.

Broadcast services, which provide one-way audio or audio/video communications services
between a sending location and multiple receiving locations.

Computer conferencing services, which allow groups to participate in conferences via computer
workstations. These conferences may not occur in real-time. Conferees or invited guests can drop
inor out of conferences or sub-conferences at will. The ability to trace the exchangesis provided.
Servicesinclude exchange of documents, conference management, recording facilities, and
search-and-retrieval capabilities.

4.4.1.2.3 Business Processing

Business support services provide common office functions used in day-to-day operations.
Business support services include:

Spreadsheet services, including the capability to create, manipulate, and present information in
tables or charts. This capability should include fourth-generation-language-like capabilities that
enable the use of programming logic within spreadsheets.

Project management services, including tools that support the planning, administration, and
management of projects.

Calculation services, including the capability to perform routine and complex arithmetic
calculations.

Calendar services, including the capability to manage personal tasks and time and to coordinate
multiple personal schedules via an automated calendar.

4.4.1.2.4 Environment Management

Thistype of serviceis broader in scope than the other categoriesin that it exists primarily to
manage a particular data-processing and/or communications environment. Environment
management services integrate and manage the execution of platform services for particular
applications and users. These services are invoked via an easy-to-use, high-level interface that
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enables users and applications to invoke platform services without having to know the details of
the technical environment. The environment management service determines which platform
serviceis used to satisfy the request and manages accessto it through the API.

Batch-processing services, which support the capability to queue work (jobs) and manage the
sequencing of processing based on job-control Commands and lists of data. These services also
include support for the management of the output of batch processing, which frequently includes
updated files or databases and information products such as printed reports or electronic
documents. Batch processing is performed asynchronously from the user requesting the job.

El ectronic-Records-M anagement-processing services, which provide support for the online
capture and processing of information in an interactive exchange with the user. Thistypicaly
involves predetermined sequences of data entry, validation, display, and update or inquiry against
afileor database. It aso includes servicesto prioritize and track transactions. Transaction-
processing services may include support for distribution of transactions to acombination of local
and remote processors.

Information presentation and distribution services, which are used to manage the distribution and
presentation of information from batch and interactive applications. These servicesare used to
shield mission-area applications from how information is used. They alow mission-area
applications to create generic pools of information without embedding controls that dictate the
use of that information. Information presentation distribution and distribution presentation
services include the selection of the appropriate formatting services required to accomplish the
distribution and presentation of information to a variety of mission-area applications, support
applications, and users. It also includes the capability to store, archive, prioritize, restrict, and
recreate information.

Learning Technology (LT) services, including computer-based training (CBT), computer-assi sted
instruction (CAl), intelligent tutoring, interactive electronic (IE), and distance learning. Learning
technology services provide for an enterprise wide integrated training environment. CBT, CAl
and | E services support atype of education in which the student learns by executing special
computer-based training programming. This includes tutorial training on the application in use
and the availability of off-line, on-site interactive training. Distance Learning services support a
type of education in which students work on their own and communicate with faculty and other
students via e-mail, electronic forums, video conferencing, and other forms of computer-based
communication.

4.41.25 Database Utilities

Database utility services provide the capability to retrieve, organize, and manipulate data
extracted from a database management system. These common services provide a consi stent
interface to the user while providing access to avariety of databases. Database utility services
include:

Query-processing services, which provide for interactive selection, extraction, and formatting of
stored information from files and databases. Query-processing services are invoked via user-
oriented languages and tools (often referred to as fourth-generation languages), which simplify
the definition of searching criteriaand aid in creating effective presentation of the retrieved
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information (including use of graphics). Fourth-generation languages are generally all
proprietary. Some are in the public domain (for example, Dbase clones are generally referred to as
“Xbase” systems), but these all started as proprietary systems. Asyet, no public domain fourth-
generation language isin wide business use.

Screen-generation services, which provide the capability to define and generate screens that
support the retrieval, presentation, and update of data.

Report-generation services, which provide the capability to define and generate hardcopy reports
composed of data extracted from a database.

Networking/concurrent access services, which manage concurrent user access to database
management system (DBMYS) services.

4.4.1.2.6 Engineering Support

Engineering support services include support for analysis, design, modeling, development, and
simulation for awide variety of users and environments, including: .

CAD sarvices, which provide high-precision drawing tools and modeling capabilities to allow
production of engineering specification drawings and other precise drawings.

Decision support services, which provide interactive modeling and simulation tools that support
analysis of alternative decisions.

Expert system services, which provide artificial intelligence capabilities usually based on
knowledge- or rules-based inference engines that recommend or take actions based on presented
Situations and prior “experiences.”

Modeling and simulation services, which provide the capability to capture or set object
characteristics or attributes and parameters of a system of objects, and to portray the relationships
and interactions of the objectsto assist in the analysis of the system.

4.4.2 Application Platform Entity Services

The application platform is defined as the set of resources that support the services on which
application software will execute. It provides services at its interfaces that, as much as possible,
make the implementation-specific characteristics of the platform transparent to the application
software.

To ensure system integrity and consistency, application software entities competing for
application platform resources must access all resources via service requests across the API.
Examples of application platform services may include an operating system kernel, areal-time
monitor program, and all hardware and peripheral drivers.

The application platform concept does not imply or constrain any specific implementation beyond
the basic requirement to supply services at the interfaces. For example, the platform might be a
single processor shared by a group of applications, a multi-processor at asingle node, or it might
be alarge distributed system with each application dedicated to a single processor.
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The particular set of tool services may also depend on atool developer’s selection of capabilities
for their specific environment implementation. Thus, certain CAD functions may be combined
with certain case functions to support a particular market or system developer’s needs.

The application platform implementations that use the TRM as a foundation may differ greatly
depending upon the requirements of the system and itsintended use. It is expected that application
platforms defined to be consistent with the TRM will not necessarily provide al the features
discussed here, but will usetailored subsets for a particular set of application software.

The extension or application of a service across more than one entity level is determined by user
needs, the tailoring process, and requirements. In addition to the service area delineated for the
Application Platform there are other services that may affect the basic information system
architectures within DoD. Treated in amanner similar to those in Possix.0, these services may be
referred to as cross-area or cross-entity services, and may have an effect on the operation of oneor
more services. Security, internationalization, system management, and distributed computing, for
example, may have an impact on more than one service within or across an entity level relativeto
the manner in which it isimplemented or defined. Thus, there may be security safeguards whose
reguirements transcend across more than one entity level.

Furthermore, extended operating system services are needed to support user needs not readily
available from the existing commercially available operating systemsor are services built on low-
level operating system interfaces that could be privileged. This could require that akernel service
or operating system service be extended and may be needed by the User Application or Support
Applications.

4.4.2.1 System Services

System services may be considered as extended operating system services. They are needed to
support user needs not readily available from the existing commercially available operating
systems or are services built on low-level operating system interfaces that could be privileged.
This could require that akernel service or operating system service be extended and may be
needed by the User or Support Applications.

Currently 10 service areas are identified in the TRM as belonging to this category within the
Application Platform. The nominal set of system servicesidentified in the TRM include such
service areas as Software Engineering Services, User Interface Services, Data M anagement
Services, Data Interchange Services, Graphics Services, Communications Services, Security
Services, System Management Services, Distributed Computing Services, and
Internationalization Services. When warranted, their number can be added to or tailored down to
reflect the particular collection of servicesthat is appropriate for a given system. Appropriate
rationale and justification should be provided.

4.4.2.1.1 Software Engineering Services

Professiona system developers require tools appropriate to the development and maintenance of
applications. These capabilities are provided by software engineering services, which include:
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Language services, which provide the basic syntax and semantic definition for use by a software
developer to describe the desired application software function. Shell and executive script
language services enable the use of operating-system commands or utilities rather than a
programming language. Shells and executive scripts are typically interpreted rather than
compiled, but some operating systems support compilers for executive scripts. Other
programming tools may use procedural or object-oriented languages to define the functionality of
the desired applications. Third-generation languages provide primarily command-line interfaces
and text-based code for defining the applications, while more recent fourth-generation languages
are forms-based and provide a graphical interface.

Bindings and object code linking, which provide the ability for programs to access the underlying
application and operating system platform through APIs that have been defined independently of
the computer language. They are used by programmersto gain access to these services using
methods consistent with the operating system and Specific language used. Only Adarefersto
such actions as “language bindings.” All other compilers, DBMSs, and system software refer to
such actions as “linking.” Linking is operating-system-dependent, but language-independent.

Computer-Aided Software Engineering (CASE) tools and environments include systems and
programs, which assist in the automated development and maintenance of software. These
include, but are not limited to, tools for requirements specification and analysis, for design work
and analysis, for creating and testing program code, for documenting, for prototyping, and for
group communication. The interfaces among these tools include services for storing and
retrieving information about systems and exchanging this information among the various
components of the system development environment. An adjunct to these capabilitiesis the
ability to manage and control the configuration of software components, test data, and libraries.
Other fourth-generation language tools include software development tools such as artificial-
intelligence tools and the UNIX command “imake.”

Software life-cycle processes, which identify distinct phasesin the software life-cycle, which is
the period of time that begins when a software product is conceptualized and ends when the
softwareis no longer available for use. It includes a set of activities, methods, practices, and
transformations that people use to develop and maintain software and the associated products
(e.g., project plans, design documents, code, test cases, and user manuals). The software life-cycle
typically includes the following phases: Concept Exploration, Program Definition and Risk
Reduction, Engineering and Manufacturing Devel opment, Production, Fielding/Deployment, and
operational support.

4.4.2.1.2 User Interface Services

User interface services define how users may interact with an application. They provide a
consistent way for people who develop, administer, and use a system to gain accessto
applications programs, operating systems, and various system utilities. The user interfaceisa
combination of menus, screen design, keyboard commands, command language, and help
screens, which create the way a user interacts with a computer. User interface services make use
of driversfor mice, touch screens, and other input hardware. Depending on the capabilities
required by users and the applications, these interfaces may include the following:
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Graphical client-server operations define, which the relationships between client and server
processes operating within a network, in particular, graphical user interface display processes. In
this case, the program that controls each display unit is a server process, while independent user
programs are client processes that request display servicesfrom the server.

Object definition and management services, which define characteristics of display elements such
as color, shape, size, movement, graphics context, user preferences, and interactions among
display elements.

Character-based user interface, which can be either acommand-line interface or a menu-driven
interface similar to a graphical user interface, but it does not use graphics and may depend solely
on the keyboard for user input, i.e., not make use of an explicit pointing device. Modern systems
and applications are and will continue to be based upon graphical user interfaces and the
associated standards for such systems. However, many legacy systems still include alarge
number of character-based terminals and interfaces.

Window management specifications, which define how windows are created, moved, stored,
retrieved, removed, and are related to each other.

Within the past few years, significant advances have been made in user interfaces, both in ease of
use and in reducing the development effort required. Common frameworks, aids to the document
and defined functiona goals, and requirements for application designers can be found in such
references as[16] and [17]. Although other technologies can be used, most users think of a user
interface in terms of agraphical user interface (GUI). A GUI allows a user to specify actions by
dragging and dropping or pointing and clicking on an icon that isa pictorial metaphor for the
object being acted upon. A GUI can also depict several actions simultaneously by presenting
multiple windows.

The services associated with a windows system include the visual display of information on a
screen that contains one or more windows or panels, support for pointing to an object on the
screen using a pointing device such as amouse or touch-screen, and the manipulation of a set of
objects on the screen through the pointing device or through keyboard entry.

4.4.2.1.3 Data Management Services

Central to most systemsis the management of data that can be defined independently of the
processes that create or use it, maintained indefinitely, and shared among many processes. Data
management services include:

Data dictionary/directory services, which allow data administrators and information engineersto
access and modify dataabout data (i.e., metadata). Such data may include internal and external
formats, integrity and security rules, and location within a distributed system. Data dictionary/
directory services aso allow end users/applications to define and obtain data that are available in
the database. Data administration defines the standardization and registration of individual data
element types to meet the requirements for data sharing and interoperability among information
systems throughout the enterprise. Data administration functions include procedures, guidelines,
and methods for effective data planning, analysis, standards, modeling, configuration
management, storage, retrieval, protection, validation, and documentation.

Technical Reference Model 32
9 April 2001



Database management system services, which provide data administration, managed objects
functionality, and controlled access to, and modification of, structured data To manage the data,
the DBMS provides concurrency control and facilities to combine data from different schemas.
Facilities may also include the capability to manage datain a distributed computing environment
where data are stored on multiple, heterogeneous platforms. DBMS services are accessible
through a programming language interface, an interactive data manipulation language interface
such as SQL, or an interactive/fourth-generation language interface. For efficiency, database
management systems generally provide specific servicesto create, populate, move, backup,
restore/ recover, and archive databases, although some of these services could be provided by
general file management capabilities described in operating system services.

Transaction processing services, which support the definition and processing of “transactions.” A
transaction isa*“unit of work” consisting of a series of operations that must be completed
together.

4.4.2.1.4 Data Interchange Services

Data interchange services provide specialized support for the interchange of information between
applications and to/from the external environment. These services are designed to handle data
interchange between applications on the same platform and applications on different
(heterogeneous) platforms, and include:

Document interchange services, which are supported by specifications for encoding the data (e.g.,
text, pictures, numerics, special characters) and both the logical and visual structures of electronic
documents. Services support document exchange between heterogeneous computer systems,
exchange of military-formatted messages, and el ectronic forms interchange.

Characters and symbols services, which provide for interchange of character sets and fonts and
standardized date and time representation.

Optical digital technologies (ODTs), which represent technologies that use the reflective
properties of light and an optical-recording surface to capture, encode, decode, and store data.
ODT predominantly encompasses optical media, optical drives, and scanners.

Technical datainterchange services, which provide facilities for the exchange of technical data.
This includes standards for the interchange of graphics data, typically vector graphics, technical
specifications, and product data. Product data encompasses technical drawings, documentation,
and other data required for product design and manufacturing, including geometric and non-
geometric data such as form features, tolerances, material properties, and surfaces.

Hardware applications services, which provide data interchange services between non-
homogeneous hardware components. The most common example of this serviceisthe
interchange of information between a computer and a printing device. These servicesinclude font
information exchange, bar coding, optical-disk handling, and graphics device interface (GDI)
APIs.
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Raster/image data i nterchange services, which provide for the handling and manipulation of
raster graphics and images. Raster graphics standards are standards for pixel-by-pixel
representation of images. Image data standards are standards for the exchange of imagery data,
metadata, and attachments to the images.

Mapping services, which provide formats and facilities for machine-readable mapping, charting,
and display of geospatial data.

Compression services, which specify algorithms for compressing data for storage and exchange
over anetwork. Data compression can reduce communications loading by as much as 80 percent
without affecting the form of transmitted data. Compression requires application of the same
algorithms at the sending and receiving locations. Compression may be used for text and data,
still images, and motion images. Compression algorithmsfor data must be “lossess” so that the
expanded output exactly matchesthe original input. Compression algorithms for still and motion
images may be*lossy,” where some data may be lost, but the expanded output is not noticeably
different from the original input.

4.4.2.1.5 Graphics Services

Graphics services provide functions required for creating and manipulating pictures. These
services include:

Raster graphics, which represent images as a matrix of dots. Raster graphics images are created
by scanners and cameras and are generated by paint software packages. The simplest
monochrome bitmap uses one bit (on/off) for each dot. Gray-scale bitmaps (monochrome shades)
represent each dot with a number large enough to hold al the gray levels. Color bitmaps require
sufficient storage to hold the intensity of red, green, and blue, as would a gray-scale equivalent.

Vector graphics, which represent graphical objects as sets of endpoints for lines, curves, and other
geometric shapes with data about width, color, and spaces bounded by lines and curves. The
entire image commonly is stored in the computer as alist of vectors called adisplay list Vector
graphics are used when geometric knowledge about the depicted object is needed. Geometric
shapes keep their integrity—a line always can be separately selected, extended, or erased. Today,
most screens are raster graphics displays (composed of dots), and the vectors are put into the
required dot patterns (rasters) by hardware or software. Vector graphics systems must be
supplemented by datainterchange standards, such as Initial Graphics Exchange Specification
(IGES), Computer Graphics Metafile (CGM), and the Standard for the Exchange of Product
Model Data (STEP).

Device interfaces, which provide APl services for accessing graphics devices, such as monitors,
scanners, printers, etc.

4.42.1.6 Platform Communications Services

Communications services are provided to support distributed applications requiring data access
and applications interoperability in networked environments to support User Software
Applications. These services are the functions and interfaces that reside on the underlying
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network and communications system protocol software and are used by applications. These
services are based on the presentation and application layers (layers 6 and 7) of the OS| Reference
Model and include:

Transport services, which perform avariety of functions concerned primarily with the end-to-end
transmission of data across a network and end-to-end reliability. The services performed include
end-to-end error detection and recovery, regulating flow control, and managing the quality of
service. Transport services correspond to the transport and session layers (layers 4 and 5) of the
OSI Reference Model.

Subnetwork technol ogies services, which support accessto local areanetworks (LANS) and other
networks based on the physical, data link, and network layers (layers 1, 2, and 3) of the OSI
Reference Model. Thisareaincludes LANS, point-to-point communications, packet-switching,
circuit-switching, and military-unique data communications.

4.4.2.1.7 Security Services

Multilevel security cuts across all aspects of the system and adds an additional complexity to the
hardware and software that interacts with the rest of the system. This could be a special feature of
the hardware and software and can be multi-dimensional such as Application level, kernel level,
device level, system level, and application platform level.

Different groups of individuals within and across the various DoD mission areas need to work
with specific sets of data elements. Access to these sets of data elementsisto be restricted to
authorized users. Satisfaction of this requirement generally has been accomplished by the
implementation of separate information systems. Organizations cannot continue to afford to
implement separate information systems to satisfy this requirement, nor isit effective to require
the user to change interface components every time the need arises to operate with a different
restricted data set. Significant benefit will be realized when an individual information system can
effectively support the needs of different groups of users and data sets. Such an information
system will allow multiple groups to share information systems and data while guaranteeing the
Separation of data and users as necessary through the use of multi-level secure operating systems.

In multi-level secure operating systems, the kernel will play the primerolein permitting platforms
to handle multipleinformation domains (security contexts) simultaneously. The separation kernel
will be trusted software; that meansit will be evaluated in accordance with the requirements
stipulated in the documents cited in the JTA [17]. The separation kernel will mediate all use of the
basic information system resources and will provide for strict separation among multiple security
contexts by creating separate address spaces for each of them. The separation kernel will provide
Separation among process spaces by using the protection features of the platform hardware (e.g.,
processor state registers, memory mapping registers).

Emerging security initiatives anticipate the expanding use of Non-Developmental Item (NDI)
products in information system implementations. This isreflected in references [16], [17], and
[20] in Appendix A. For this reason, two categories of software are identified: trusted and
untrusted. Both categories may have been acquired for an information-system implementation as
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NDI products. However, the trusted software will have been evaluated in accordance with criteria
established by responsible agencies for information-system security and will need to be
maintained under strict configuration management control.

Security services are necessary to protect sensitive information in the information system. The
appropriate level of protection is determined based upon the classification to the mission-area end
users and the perception of threatsto it. The information system integrator will need to work with
the designated accreditation authority (DAA) to identify the required level of security protection
and acceptable mechanisms for satisfying the requirements. Security Servicesinclude:

Access control services, which prevent the unauthorized use of information system resources.
This service also prevents the use of aresource in an unauthorized way. This service may be
applied to various aspects of access to aresource (e.g., accessto communications to the resource;
the reading, writing, or deletion of an information/data resource; the execution of a processing
resource) or to all accessesto aresource. Security labels are used to manage access and privileges,
which are managed for all entities, whether they are individual users, groups of users, resources,
Or ProCesses.

Integrity service, which ensures protection of the system through open system integrity, network
integrity, and data integrity. This ensures that data are not altered or destroyed in an unauthorized
manner. This service appliesto data in permanent data stores and to data in communications

Messages.

Confidentiality service, which ensures that data are not made available or disclosed to
unauthorized individuals or computer processes through the use of data encryption, security
association, and key management. This service will be applied to devicesthat permit human
interaction with the information system. In addition, this service will ensure that observing usage
patterns of communications resources will not be possible.

Non-repudiation services, which include open systems non-repudiation, electronic signature, and
electronic hashing. Non-repudiation services ensure that senders and recipients cannot deny the
origin or delivery of data. Non-repudiation mechanisms can be used to validate the source of
software packages or to verify that hardware is unchanged from its manufactured state.

Availability service, which ensures that timely and regular communications services are
available. These services are intended to minimize delay or non-delivery of data passed on
communications networks. These services include protecting communications networks from
accidental or intentional damage and ensuring graceful degradation in communications service.

System management services, which encompass those security functions required to maintain an
operationally secure system. These services include analysis areas such as certification and
accreditation and risk management, as well as operationally motivated concerns such as alarm-
reporting, audit, and cryptographic key management.

Security labeling, which is the data bound to a resource (which may be adata unit) that names or
designates the security attributes of that resource.
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Information system security management services, which involve the install ation, maintenance,
and enforcement of information-domain and information system security policy rulesin the
information system intended to provide these security services. In addition to these core services,
security management requires event-handling, auditing, and recovery. Standardization of security
management functions, data structures, and protocols will enable interoperation of security
management application programs (SMAPS) across many platformsin support of distributed
security management.

4.4.2.1.8 System Management Services

Information systems are composed of awide variety of diverseresourcesthat must be managed
effectively to achieve the goals of an open system environment. While the individual resources
(such as printers, software, users, processors) may differ widely, the abstraction of these resources
as managed objects allows for their treatment in auniform manner. The basic concepts of
management, including operation, administration, and maintenance, may then be applied to the
full suite of OSE components along with their attendant services.

Work on systems management services and attendant standards is ongoing. Thiswork is based
predominantly on the Open System Interconnection (OSI) network management framework,
which applies mainly to networks and the individual nodes on the networks. Thereis, however, an
overlap among certain types of network management functions and individual system
management functions. This overlapping area applies equally to networks and individual systems
and formsthe basis for the OSI approach to systems and network management. Other system
management functions in the typical operating system sense are al so being addressed and need to
be integrated into the overall systems and network management framework. Systems
management functionality may be divided according to the management elementsthat generically
apply to all functiona resources: state management, configuration control, performance
management, fault management, user/group management, usage management and other
management.

This breakout of system management services parallels the breakout of OSI network
management, thereby presenting an overall coherent framework that applies equally to networks
and the individual nodes of the networks. Many of the specific services have no formal standards
work in progress; however, industry consortiaand others are addressing selected areas.

One important consideration of the standards supporting the servicesin thisareaisthat they
should not enforce specific management policies but rather enable awide variety of different
management policies to be implemented, selected according to the particular needs of the
end-user installations. System Management Services include:

State management services, which provide for mechanisms that monitor, maintain, and change
the state of the system or components of the system (i.e., fault mode, recovery mode, standby,
active.

Performance management services, which allow information technol ogy resources to be managed
efficiently. Performance aspects of hardware, software, and network components must be

monitored and subsequently made available to the system manager. The manager must then have
access to services and parameters with which to tune the system to meet performance targets. This
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isaccomplished through batch scheduling, system resource management, print and storage device
management, System startup and shutdown, subsystem management, and communication of
management information.

Fault management services, which allow a system to react to the loss or incorrect operation of
system components at various levels (hardware, software, etc.). Fault management involves event
management and network error recovery.

User/group management services, which provide traditional system administration interfaces for
administering users and groups. These services are mechanismsfor system and network
administrators to use when implementing a management policy across a system. Administrators
can use the services to establish domains and policiesfor management throughout the system.
They can provide the ability for applications to access group and user databases. Users can set up
their own areas of management and policies or use system defaults that are included in
management Sservices.

Usage management and cost allocation services, which include the management of software
licensing, system cost management, and system resource allocation. Software license
management for a system provides license administration, management, and enforcement services
that allow more detailed, firm, and equitable licensing terms for users, and better protection
against illegal software usage for vendors. Cost allocation services provide the ability to cost
services for charging and reimbursement and to measure and prioritize resource usage. System
resource allocation allows system administrators to control the amount of system resources
available to users.

Other management servicesinclude the following services, which do not fit cleanly into any other
management area: database administration, object-oriented database management, floppy disk
formatting and handling, POSIX tape |abeling and tape volume processing, and print
management. Database and object-oriented database administration provide facilities and
interfaces to manage databases and object-oriented databases, respectivey. Floppy disk-
formatting and handling standards provide formats and interfaces for the exchange, backup, and
restoration of datato or from floppy disks. POSI X tape labeling and tape volume processing
provide standardized methods of handling and reading data stored on tape media and containing
certain types of administrative information automatically readable by tape-handling software.
Print-management services are used by management and user applicationsto send afileto a
printer, cancel aprint job, and get printer status information. (Security system management
services are discussed in Section 4.4.2.1.7, as part of Security Services.)

System management application processes, using information in the information base, will be
used to establish the required security contexts for interactive communications among distributed
platforms operating in various information domains simultaneoudy. This approach is intended to
support secure distributed computing services. System management application processes will
also be used to provide the security protection of store-and-forward communicationsin which the
requisite security contexts cannot be handled within the message.
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4.4.2.1.9 Distributed Computing Services

Distributed computing services provide specialized support for applications that may be
physically or logically dispersed among computer systemsin anetwork yet wish to maintain a
cooperative processing environment. The classical definition of a computer becomes blurred as
the processes that contribute to information processing become distributed across afacility or a
network. Aswith other cross cutting services, the requisite components of distributed computing
services typically exist within particular service areas. They are described below to offer a
coherent view of thisimportant service. Distributed Computing Servicesinclude:

Client/server Services, which provide support for computing services partitioned into requesting
processes (clients) and providing processes (servers), whether on the same platform or in a
distributed environment.

Object Services, which support the definition, instantiation, and interaction of objectsin a
distributed environment, and include services that handle operating system bindings, message
transport and delivery, and data persistence (e.g., real-time embedded middleware layer software).

Remote-Access Services, which provide location transparency functionality for distributed
computing services, allowing users and client processes to access appropriate systems resources
(files, data, processes) without regard to the location of either.

4.4.2.1.10 Internationalization Services

Asa practice, information-system developers have generally designed and devel oped systemsto
satisfy afocused set of requirements relevant to a specific market segment, which may be anation
or aparticular cultural market. To make that information system viable, or marketable, to a
different segment of the market, afull re-engineering process was usualy required. Users or
organizations that needed to operate in a multinational or multicultural environment typicaly did
so with multiple, generally incompatible informati on-processing systems. NATO isan examplein
which a number of countries come together to work toward a common goal yet must deal with a
diversity of languages and culturesin their day-to-day operations.

Within the context of the TRM, internationalization provides a set of services and interfaces that
allow auser to define, select, and change between different culturally related application
environments supported by the particular implementation. Internationalization Services include:

Character sets and data representation services, which include the capability to input, store,
manipulate, retrieve, communicate, and present data independently of the coding scheme used.
This includes the capability to maintain and access a central character-set repository of al coded
character sets and special graphical symbology used throughout the platform, including the
appropriate modifications of GUI screens to match character-set conventions. Character setswill
be uniquely identified so that the end user or application can select the coded character set to be
used. This system-independent representation supports the transfer (or sharing) of the values and
syntax, but not the semantics, of datarecords between communicating systems. The specifications
are independent of the internal record and field representations of the communicating systems.
Also included is the capability to recognize the coded character set of data entitiesand
subsequently to input, communicate, and present that data.

39 Technical Reference Model
9 April 2001



Cultural convention services, which provide the capability to store and access rules and
conventionsfor cultural entitiesmaintained in acultural convention repository. These repositories
should be available to al applications and be capable of being sorted based upon local rules
defined in the repository.

Native-language support services, which provide the capability to support more than one
language simultaneously. M essages, menus, forms, and online documentation would be displayed
in the language selected by the user. Input from keyboards that have been modified locally to
support the local character sets would be correctly interpreted.

4.4.2.2 Operating System Services

Operating system services are the core services needed to operate and administer the application
platform and provide an interface between the application software and the platform. Application
programmerswill use operating System services to access operating system functions. To separate
sensitive data within an information system, the kernel must include mechanismsto control
access to that information and to the underlying hardware. Operating system services include the
following: kernel operations, real-time extensions, clock/calender services, fault management,
shell and utilities, operating system object services and media handling services.

4.4.2.3 Physical Environment Services

Physical Environment services are hardware-based services that include the interfacing software
services provided by device driversthat support digital/analog signals between components.
Some hardware devices have software (device drivers) embedded in them to enable the computer
system with digital/anal og timing sequences to operate in a correct manner. It should be noted that
hardware-based services appear in two places in the DoD TRM: as part of physical environment
services and as part of the external environment. The DoD TRM does not allocate any specific
servicesto either one of these. The general notion is that services provided by the hardwarethat is
part of aparticular system are considered physical environment services, while the external
environment provides the services of hardware outside that system. However, it isrecognized that
what constitutes a system is a matter of perspective. For example, in the context of a command-
control system, the keyboard is sometimes considered to be part of the computer system, even if it
is not inside the computer box. However, in aweapon system, which may make use of several
computersin various functional subsystems, akeyboard at an operator station may be part of the
weapon system, but it is external to any one of the specific computing subsystems. Even in the
information systems context, components viewed by the end user as part of the system are
frequently viewed by vendors of computers as external to it, even including componentsthat may
be physically housed inside the computer box. To some people, it may make adifferenceif adisk
driveisinternal or external, or even if theinterfaceto it is part of the computer’s motherboard or
on a separate plug-in board. Otherswill not make such distinctions.

For this reason, the following physical environment services contained in and supporting
application platform services may also be found to exist in the external environment.
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4.4.2.3.1 Devices

Thishighlightsthe general physical servicesrequired in an application platform including, but not
limited to, the hardware interconnect services (e.g., backplanes), data storage services (e.g., tape
and disk format standards), power supplies, temperature control, mechanisms and processing
resources required to implement an application “platform.” Since one intent of open system
standards isto provide independence of systems from the details of processing resources (i.e.,
details of CPU instruction sets), standardsin thislast areawill generally not be specified.
However, standards in the other areas are frequently required to support interoperability,
portability, and technology upgrade goals of systems.

4.4.2.3.1.1 Backplanes and Buses

Backplanes and buses are hardware interconnect services that facilitate data transfer between
physicaly separated systems, subsystems, and modules. At thislevel, information is frequently
represented as changes in either voltage levels, current flow, or other physical parameters.
However, existing standards also frequently consider logical interactions among components.

4.4.2.3.1.2 Storage

Hardware data storage services facilitate data retention. At thislevel, all information is
represented as changes in either voltage levels, current flow, or other physical parameters. This
areaincludes standards for the representation of datain physical storage media (e.g., disks, tapes,
optical devices).

4.4.2.3.2 Hardware Processing
Hardware processing is the hardware service that manages, controls, and manipul ates data.

4.4.3 External Environment

The External Environment Entity represents the external entities with which the application
platform interfaces information. These entities are classified in the general categories of Devices,
Communications Infrastructure, Systems/Models and User (Physical/Cognitive).

Devices

Devicesinclude hardware interconnect services components and processing resources required to
support application platforms (see Section 4.4.2.3.1 for further information). Devices support
physical interaction between the user and the application platform.

Communications I nfrastructure

Communications Infrastructure includes specific types of media, including waveforms, and
associated equipment (e.g., routers, hubs, switches, cryptos) necessary to connect the system to
external entities. System requirements and the relationship between the system and the external
entities determine the types of media that may be used. In some cases the communications
infrastructure might also include backplanes and buses normally considered part of the Physical
Environment Services.
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Systems

System/Models represent a physical entity and are components of the external environment that
may be connected to the application platform entity viathe Communications Infrastructure. A
system is an integrated composite of people, products, and processes that provides a capability or
satisfies a stated need or objective (DoD 5000.2). A model isa physical, mathematical, or
otherwise logical representation of a system. A smulation is amethod for implementing a

model (s) over time, or atechnique for testing, analyzing, or training in which real-world systems
are used.

User (Physical/Cognitive)

User Interface Cognitive: The interface services that define the process by which the user obtains
the required information from the system to accomplish the portion of the system mission
assigned to the human element of the system. These services may include one or more of the
following: screen design, symbology, font size, color, contrast, speed and size of displays, LED
size, control/display layout. This isthe cognitive aspect of both the Human Computer Interface
(HCI) and the Human Machine Interface (HMI).

User Interface Physical: The interface services that define the physical methods and meansthe
human element of the system can or must use to cause the system to provide the information
required to accomplish the portion of the system mission assigned to the human element of the
system. These services may include the use of one or more of the following: mouse, keyboard,
voice interface, touch pad, joy stick, track ball, light pen, and other hardware devices. Thisisthe
physical aspect of both the HMI and HCI.

4.5 INTERFACE VIEW

The DoD TRM embraces the hierarchical layering and direct and logical interface semantics
elaborated in the GOA Framework. Thelayering, with interfaces between layers and among peers
within thelayers, is shown in Figure 4-4. Each layer provides anisolation of the details from other
layers. Thisisolation, using the defined interfaces, enables layer functionality to be portable,
reusable, and implementation/technol ogy-independent.

Selection and elaboration of interfaces are dependent on the Program or Development Manager' s
application domain and requirements (part of the tailoring process). For example, weapon
systems require services and interfaces that support embedded real-time performance and
associated detailed interface rel ationships. The services view of the model focuses on service
categories with their composition and relationships; the interface view focuses on interface types
and component interconnect relationships. Interfaces establish the “ connective links” between
entities of the model.

The DoD TRM references the two GOA Framework classes of direct and logical interfaces that
are noted in the Figure 4-4 diagram. This diagram includes atailoring of the GOA Layer 4 to
provide a mapping of user and support service applications in the DoD TRM servicesview.To be
consistent with the GOA terminology, thisinterface has been identified as 4X just as 3X is
defined in the third layer in Figure 4-4. It is not intended as amodification or change to the GOA
Framework, but reflects an elaboration of the structure within the GOA Layer 4 to further definea
user interface for the application layer.
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Interfaces View Layers

For afull description of the GOA layersreferenced here, refer to the SAE A S4893 document,
paragraph 3.1. The section describes the four primary GOA layers. Further information can be
found in NASA SGOAA Standard Specification, NASA CR — 188290.
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Logical Interfaces

Logical interfaces establish peer-to-peer relationships between components within the same layer
of the model and are the horizontal interfacesin Figure 4-4. Information routing is transparent to
logical interface entities. Logical interfaces are implemented in the GOA model by one or more
direct interfaces. These interfaces are fully defined and described in the SAE A $4893 standard
and the NASA SGOAA Standard Specification, NASA CR — 188290.

Direct I nterfaces

Direct interfaces establish channels of communication between components and are the vertical
interfacesin Figure 4-4. These interfaces provide routes for information flow. Information content
istypically not of concern in the information routing. These interfaces are fully defined and
described in the SAE AS4893 GOA document. Note the following elaboration of GOA Layer 4
internal structure below. This interface was added to facilitate mapping to the services view,
which delineates the Application Software layer into User Applications and Support Applications.

» Class4X isaclassof direct interfaces between User Applications components and
Support Applications components within the Applications Software layer on agiven
applications platform. The definition of this Class 4X internal direct interface within
the Application Software layer follows from the terminology of the Class3X internal
direct interface within the System Services layer of the GOA framework. It formalizes
the partitioning of the Application Softwareinto the User and Support sets of
components, and provides an opportunity for standard direct interfaces between them.
Thiswill enhance the portability and re-use potential of componentsin the two
hierarchical User and Support sets.

Application Program I nterfaces (API)

The API isdefined as the interface between the Application Software and the application
platform. It isaclass 4D interface across which all services are provided to the Application
Software from the System Services. It isdefined primarily in support of application portabilityand
re-use, but system and application software interoperability is also supported viathe
communication and the information services segmentsof the API. The API specifies acomplete
interface between the application software and the underlying application platform and is
discussed in the service descriptions in the sub-paragraphs of 4.4.1.2 above.

External Environment I nterfaces

The External Environment Interface (EEI) isthe interface between the application software and
its platform and the external environment across which information is exchanged. It is defined
primarily in support of system and application software interoperability. The EEI includes the
interface classes 1D, 1L, 2L, 3L, and 4L. User and data interoperability are directly provided by
the EEI. The EEI specifies a complete interface between the application platform and the
underlying external environment, and includes the following key groups.

* Human-Computer Interface Services EEI.
¢ Information Services EEI.
¢ Communications Services EEI.
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The Human-Computer Interface (HCI) Services EEI is the boundary across which physical
interaction between the human being and the application platform takes place. Examples of this
type of interface include CRT displays, keyboards, mice, and audio input/output devices.
Standardization at this interface will allow users to access the services of compliant systems
without costly retraining.

The Information Services EEI defines a boundary across which external, persistent storage
serviceis provided, in which only the format and syntax (logical interfaces) are required to be
specified for data portability and interoperability.

The Communications Services EEI provides accessto services for interaction between
application software entities and entities external to the application platform, such as application
software entities on other application platforms, external datatransport facilities, and devices. The
services provided are those in which protocol state, syntax, and format all must be standardized
for application interoperability.

Security mechanisms to provide security servicesin EEIswill beimplemented similarly to those
required for communications among distributed platforms. That is, the EEIsfacilitate
communications among distributed platforms.

Interface Types

While establishing an interface and the associated/corresponding standards to support
interoperability, it isimportant to establish which isthe entity that provides or receives those
interactions or data. The interface view presented identifies classes of interfaces and their
association within an entity. They are to be used asaguideline in defining a set of interfaces and
subsequently their corresponding or associated standards. The existence of a service or interface
type in the model does not imply that it (service or interface) must be used or accounted for in
every instance. The extensive list of services and interfaces representsalist that one can select
from on an as-needed basis, hence use of theterm “tailoring.” It isimportant, however, that all
“critical components” and “critical interfaces’ be identified and aligned with the DoD TRM.

4.6 MULTIPLE VIEWS

Figure 4-5 represents a composite view showing both services and interfaces together. Under
normal circumstances one or the other view would be used in addressing a particular
interoperability issue. However, there is nothing that prevents both of these views from being
shown together other than the ability of readersto utilize them in addressing issues or problems.
Emerging technology demands may in certain systems (e.g., command and control), require a

45 Technical Reference Model
9 April 2001



service representation; and the same system in another application scenario may require interface
views to support areal-time requirement. The composite views of the DoD TRM illustrate the
adaptability and flexibility of the enhanced model presented in this document.
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4.7 OTHER CONSIDERATIONS

There are other functional resources and services that are external to the application platform and
do not directly interface with it, but nonetheless are complementary and integral to the system or
product they are supporting. These resources have standards and/or products associated with them
that may be referenced in a system’ s standard profile or included in atechnical architecture. The
JTA issuch an example, containing standards that are external to asystem’sapplication platform,
but essential in someinstances for system development (e.g., simulation standards, models,
documentation standards, configuration control and certain user interfaces such as human
computer interface guidelines).

This section facilitates mapping of other document standards (e.g., JTA standards) to TRM
services and interfaces, or to other product document descriptions (DIl COE) that are structured
around DoD TRM services and interfaces. Essentially this section providesa* catch-all or general
category” to collect those things external to the platform that do not interface withiit. It isintended
asan aid in developing standards profiles or tailoring other TRM abstractions or views.

Thus, for example, an external simulation of a system while providing essential design
information does not interface with the end item system under development. Other examples are
configuration control services that address four basic functions: identification, control, status
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accounting, and verification. Identification involves identifying and specifying all component
resources. Control impliesthe ability to freeze configuration items and then to change them only
through a process involving agreement of appropriate name authorities. Status accounting
involvesthe recording and reporting of all current and historical data about each configuration
item. Verification consists of a series of reviews and audits to ensure conformity between the
actual configuration item and the information recorded about it. The services that provide these
functions include software distribution and license management.
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Section 5: USING THE TECHNICAL REFERENCE MODEL

51 PURPOSE

The Department of Defense (DoD) Technical Reference Model (TRM) isintended to be used by
anyone involved in devel oping systems that must exchange information or interoperate with other
systems (e.g., developers, system architects, customers). The latter pertainsto systems that
exchange information or are required to use the information directly or indirectly. The model isto
be used to develop technical architectures and as an aid in defining interoperability relationships
and parameters.

The purpose of the DoD TRM isto provide a common conceptual framework and acommon
vocabulary (i.e., services, interfaces, entity relationships) to assist in identifying interoperability
relationships and resolution of open systems issues. It is not an architecture nor doesit provide
one.

The model ismost effectively used to define an interoperability or open system framework in.
conjunction with the following:

* A setof identified user or system requirements.
* A setof identified user functional relationships.
* A requirements methodol ogy.

* A technical architecture.

* A systemsarchitecture.

The DoD TRM User Guide [22] provides additional insight into the use of the DoD TRM and is
to be used in conjunction with this document.

TAFIM Volume 4, Standards-based Architecture Planning Guide, provides valuable insight in
developing an architecture methodology. A more recent industry consortia document elaborating
on architecture methodology isthe TOGAF Version 6.0 document [23]. Additionally, Services
and Agency Components may employ their own requirements or functional capabilities
methodol ogy.

The model isatool to be used to define consistent and common terms between those systems
required to interoperate or those systems encountered within an enterprise, a battlefield functional
area, or functional domain. The model istailorable to accommodate a variety of DoD
requirements. Tailoring is the process of using amodel and adjusting it to fit specific domain or
implementation requirements.

5.2 GUIDANCE

Proper development of a systems architecture is dependent on establishing a technical and
operational architecture. Proper definition and devel opment of a system depends on awell-
defined set of user and functional requirements. Reconciling the systems development process
with the architectural process requires several transformations of requirements to functions and
capabilities, and thence functions to services or interfaces that support those functions and
requirements. Subsequently, standards are mapped to those same services/interfacesto aid in the
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process of selecting an appropriate set of standardsin support of the systems requirements.
Further elaboration of mappings and mapping transformations are deferred to the DoD TRM User
Guide on the subject. Requirements, functional mappings, and standards assessment

methodol ogies are beyond the scope of this document and are not addressed any further.

Use of the DoD TRM to aid in the selection of acommon set of services and interfacesisvery
important when supporting interoperability. The following additional comments on DoD TRM
usage are presented:

Thetwo views (i.e., services and interfaces) are not required to be used concurrently
unless required by the user. Interoperability issues are driven by system requirements,
operational domain, and information exchanged between systemsin question. The
selection of a particular model view is driven by these same requirements and, simi-
larly, by the information exchanged. Thus, only those services or interfaces identified
by the systems analysis process are required to support the technical architecture (i.e.,
they need not all be used because they are in the model).

In certain instances a high level service definition (e.g., network services) may be
appropriate, but arelated lower level service elaboration (e.g., Web support service) is
found to be inadequate or non-existent. In these cases, TRM users are encouraged to
define their lower level servicesfor purposes of clarification and to submit them to the
TRMWSG for future incorporation into subsequent TRM versions. Similarly, new tech-
nologies may require new service definitions to support them that are not currently in
the model.

Real-time and performance requirements may require direct interfaces between entity
levelsthat are not ordered or in sequence (i.e., require bypassing an entity or sub-entity
layer). The DoD TRM interface views accommodate this type of connectivity (e.g.,
null services or bypassing layers) to support real-time or performance needs (although
this practice is not recommended). System performance requirements may dictate
direct connectivity between amission application support layer element and aresource
driver, asin the case of some sensors.

Systems within an operational domain, that are required to interoperate, do not all have
to utilize the same set of services. However, when two systems require the same ser-
vice, use of the same service definition isrequired.

The set of services and interfacesidentified in the model should be considered an initial
set, and not the definitive (all-inclusive) set. Thisfacet provides for model evolution
and inclusion of new features as warranted.

The degree of freedom allowed by the tailoring process provides for the reallocation of
certain lower-level servicesinto afunctional service areaof itsown. A good example
of thisisfound in certain object models used by the object-oriented community, in
which all of the services associated with the definition and management of objects are
collected into a“new” major service area caled “ Object Services.” Thus, in the Object
Model Group’s OMG model, object services associated in such categories as Distrib-
uted Computing and User Interface Services are found in asingle service area called
“Object Services.”

The model may be duplicated (see Figure 4-2) to support multiplatform configurations
and the association of allocated services and interfaces for each platform.
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In defining an interface, the following guidelines are provided to help select the appropriate
component and rel ationship:

All physically connected entities/components are to have clearly defined inputs and
outputs. The interfaces between these two entities are defined as direct interfaces.

All entities that exchange information through the use of intermediate entities are to be

considered interoperable (to some degree)?, provided that the intermediate systems do
not process the essential information other than for format or protocol considerations.

The interface between these two entities will be defined aslogical. In contrast to direct
interfaces, logical interfaces are dependent on third-party entities or systems.

For every logical interface there should be a corresponding (at |east one) direct inter-
face(s).

For intermediate entities providing value-added processing to the information being
transferred, the interaction should be considered as occurring with the closest interme-
diate entity providing such processing (the interaction could be direct or logical).

Interfaces to external entities not electronically connected should be considered
interoperable if they are essential to the processing of the mission. Those interfaces
could be non-direct (e.g., transfers of physical media, human-in-the-loop interactions),
or shared resource (the datais accessed through common information repositories). It
will be up to the discretion of the individual Program Manager or System Architect to
define which of these interfaces will be considered mission essential and supportive of
user needs. The interfaces could be considered direct or logical, depending on whether
there are intermediate systems and their processing.

5.3 NEW SYSTEM DEVELOPMENT

The DoD TRM can be used to support new-system developments aswell as legacy system and
system migration efforts. In anew system development, theinitial task isto define the operational
scenario (i.e., system operatesin the environment as a stand-alone system, a point system; or
system interoperates with other systems). Once the operational scenario is established, a model
methodology can be developed or used. A point-system scenario does not require elaborate cross-
checking of services or interfaces with other reference models to ensure consistency of terms or
equivalency of model structure and relationships. However, a scenario with interoperability
requirements requires the following:

Comparison of reference models used by the systems that need to interoperate (i.e.,
views presented services, interfaces, other).

Comparison of modelsfor equivalency of structure and entity relationships.
Comparison of model for equivalency of service and interface definitions.

Identification of specific services and interfaces required in the new system and to sup-
port interoperability.
Comparison of service and interface definitions between the system under devel opment

and the other related systemsin the operational environment to ensure consistency and
commonality.

1. TheLISI model (see Appendix E) should be used to assess the degree of interoperability.
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5.4 EXISTING SYSTEM ASSESSMENT

In using the model to assess an existing system, identifying the operational scenario followsthe
same basic approach asthat of Section 5.3, with several additional items for consideration:

» The degree of openness of the existing system must be evaluated relative to the opera-
tional scenario, both existing and future.

» Differencesidentified are then used as driversfor developing an effective migration
strategy.

» Focus on commonality opportunities or elements with those of the other systemsin the
same environment. Commonality opportunities (i.e., they provide common denomina-
tors) serve asthe basis for the initial migration increments and for establishing a base-
line to which the system will migrate.
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APPENDIX B: DIRECTIVES AND MEMORANDA

Appendix B contains Secretarial Letters referencing the subject of Technical Reference Models
(explicit and implicit) and related subjects. The Letters are indicative of the important role a tech-
nical reference model playsin defining an architecture. The contents of this Appendix also pro-
vide historical context to the DoD TRM presented in this document.
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B.1
June 18, 1997

M-97-16

MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

FROM: Franklin D. Raines

SUBJECT: Information Technology Architectures

This memorandum transmits guidance to Federal agencies on the development and
implementation of Information Technology Architectures. The Information Tech-
nology Architecture (ITA) describes the relationships among the work the agency
does, the information the agency uses, and the information technology that the
agency needs. It includes standards that guide the design of new systems. An
ITA makes it easier to share information internally (e.g., agency-wide e-mail)
and to reduce the number of information systems that perform similar functions.
The ITA provides the technology vision to guide resource decisions that reduce
costs and improve mission performance.

OMB Memorandum 97-02, "Funding Information Systems Investments," (October 25,
1996), requires that agency investments in major information systems should be
consistent with Federal, agency, and bureau ITAs. The Clinger-Cohen Act of 1996
(Public Law 104-106) assigns the Chief Information Officer the responsibility
of developing, maintaining, and facilitating the implementation of the infor-
mation technology architecture.

As described in the attachment, a complete ITA is the documentation of the
relationships among business and management processes and information technol-
ogy that ensure:

alignment of the requirements for agency-sponsored information systems (as
defined in OMB Circular A-130) with the processes that support the agency's
missions and goals;

adequate interoperability, redundancy, and security of information systems;
and,

the application and maintenance of a collection of standards by which the
agency evaluates and acquires new systems.

Agenciesg should be prepared to indicate the status of the development, imple-
mentation, and maintenance of the agency ITA during the formulation of the FY
1999 President's budget.

Attachment
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Purpose

The purpose of this paper is to establish minimum criteria for
an agency information technology architecture (ITA) required in
the Clinger-Cohen Act of 1996 (Public Law 104-106).

Background

The Clinger-Cohen Act assigns the Chief Information Officers (CIO)
the responsibility of "developing, maintaining, and facilitating
the implementation of a sound and integrated information technology
architecture." (Section 5125 (b) (2)) The Act defines the

ITA as:
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an integrated framework for evolving or maintaining existing
information technology and acquiring new information technology
to achieve the agency's strategic goals and information
resources management goals. (Section 5125 (d)) (Emphasis added.)

OMB's memorandum 97-02, "Funding Information Systems Investments,"
dated October 25. 1996, states,

Investments in major information systems proposed for funding

in the President's budget should be consistent with Federal, agency,
and bureau information architectures which: integrate agency

work processes and information flows with technology to achieve

the agency's strategic goals; and specify standards that enable
information exchange and resource sharing.

These references highlight three important characteristics of
the ITA as agencies plan for investments in information technology
(IT) assets:

eCIOs are responsible for the architecture;

ethe architecture must integrate the business processes and goals of the
agency with IT acquisitions; and,

ethe architecture focuses on work processes, information flows, and stan-
dards.

Agenciesgs may address the topics and elements set out herein in
a manner appropriate to the agency. Each element identified need
not have specific or "stand-alone" documentation.

Information Technology Architecture Defined

For the purpose of conforming to the requirements of Clinger-Cohen
Act, a complete ITA is the documentation of the relationships
among business and management processes and information technology
that ensure:

ealignment of the requirements for information systems (as defined in OMB
Circular A-130) with the processes that support the agency's missions;

eadequate interoperability, redundancy, and security of information sys-
tems; and,

ethe application and maintenance of a collection of standards (including
technical standards) by which the agency evaluates and acquires new sys-
tems.
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Developing the ITA

The ITA is broad in scope and includes processes and products.
An architecture in compliance with the Clinger-Cohen Act and
OMB guidance will contain two elements:

ethe Enterprise Architecture,

ea Technical Reference Model and Standards Profiles.

In developing their ITAs, agencies are not required to
use the terminology contained in this guidance. Examples of various
agency architectures may be found in Appendix I.

A variety of nomenclatures are available to address these elements.
Agencies may address the elements of an ITA in different ways

and at various levels of granularity as appropriate, combining

or reorganizing the parts to create a model that suits the agency's
organizational needs. Various aspects of the ITA can be developed

at the agency or sub-agency level. However, self-contained sub-agency
level architectures should be integrated and consistent with an
agency-wide ITA.

The Enterprise Architecture

The Enterprise Architecture is the explicit description of the
current and desired relationships among business and management
process and information technology. It describes the "target"
situation which the agency wishes to create and maintain by managing
its IT portfolio.

The documentation of the Enterprise Architecture should include

a discussion of principles and goals.! For example, the agency's
overall management environment, including the balance between
centralization and decentralization and the pace of change within

the agency, should be clearly understood when developing the Enterprise
Architecture. Within that environment, principles and goals set
direction on such issues as the promotion of interoperability,

open systems, public access, end-user satisfaction, and security.

This guidance adapts a five component model used in the National
Institute of Standards and Technology (NIST) Special Publication
500-167, "Information Management Directions: The Integration
Challenge." Agencies are permitted to identify different
components as appropriate and to specify the organizational level
at which specific aspects of the components will be implemented.
Although the substance of these components, sometimesg called

"architectures" or "sub—architectures,"a must
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be addressed in every agency's complete Enterprise Architecture,
agencies have great flexibility in describing, combining, and
renaming the components, which consist of:

eBusiness Processes

eInformation Flows and Relationships
eApplications

eData Descriptions

eTechnology Infrastructure

With the exception of the Business Processes component, the interrelationships
among and priorities of these components are not prescribed by this guidance;
there is no hierarchy of relationships implied. Furthermore, agencies should

document not only their current

environment for each of these components, but also the target

environment that is desired.

Business Processes

This component of the Enterprise Architecture describes the core
business processes which support the organization's missions.

The Business Processes component is a high-level analysis of

the work the agency performs to support the organization's mission,
vision, and goals, and is the foundation of the ITA. Analysis

of the business processes determine the information needed and
processed by the agency. This aspect of the ITA must be developed
by senior program managers in conjunction with IT managers. Without
a thorough understanding of its business processes and their relation
to the agency missions, the agency will not be able to use its

ITA effectively.

Business processes can be described by decomposing the processes

into derivative business activities. There are a number of methodologies and
related tools available to help agencies decompose processes. Irrespective of
the tool used, the model should remain at a high enough level to allow a broad
agency focus, yet sufficiently detailed to be useful in decision-making as the
agency identifies its information needs. Agencies should avoid excessive
emphasis on modeling business processes, which can result in a waste of agency

resources. 3

Information Flows and Relationships

This component analyzes the information utilized by the organization
in its business processes, identifying the information used and
the movement of the information within the agency. The relationships
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among the various flows of information are described in this component.

These information flows indicate where the information is needed

and how the information is shared to support mission functions.?

Applications

The Applications component identifies, defines, and organizes
the activities that capture, manipulate, and manage the business
information to support mission operations. It also describes

the logical dependencies and relationships among business activities.2

Data Descriptions and Relationships

This component of the Enterprise Architecture identifies how data

is maintained, accessed, and used. At a high level, agencies

define the data and describe the relationships among data

elements used in the agency's information systems. The Data Descriptions and
Relationships component can include data models that describe the data underly-
ing the business and information needs of the

agency. Clearly representing the data and data relationships

is important for identifying data that can be shared corporately,

for minimizing redundancy, and for supporting new applications.®

Technology Infrastructure

The Technology Infrastructure component describes and identifies
the physical layer including, the functional characteristics,
capabilities, and interconnections of the hardware, software,

and communicationg, including networks, protocols, and nodes.

It is the "wiring diagram" of the physical IT infrastructure.’

Technical Reference Model and Standards Profiles

The Technical Reference Model (TRM) and Standards Profiles (both
technical and security) comprise a cross-cutting element, affecting
all components of the Enterprise Architecture. Standards enable
interoperability, portability, and scaleability in systems throughout
the agency. Although the specificity of the standards may vary

by organizational level, the standards must be consistent throughout
the agency. Standards are the basis of the development of components
of the Enterprise Architecture and ultimately guide and constrain

IT asset acquisitions.

Technical Reference Model

The TRM identifies and describes the information services (such
as database, communications, and security services) used throughout
the agency. For example, Data Interchange Services support the
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exchange of data and information between applications. This information ser-
vice would identify the various ways the agency enables the exchange of data,
such as plain text, spreadsheetsg, databases,

graphical information over Intranet/Internet, and video.

Standards Profiles

The standards profile defines a set of IT standards that supports

the services articulated in the TRM; they are the cornerstone

of interoperablity. The profile establishes the minimum criteria

needed to specify technology that achieves the purposes of standardization and
supports specific business functions. Standards Profiles are the published
sets of standards or the source references for standards that prescribe the
interfaces between those services that will be standards-based. A profile may
contain specifications that

describes the technical standards which enable a service, such

as operating systems, network, and data interchange services.

Together with the TRM, the Standards Profiles enable the development
and acquisition of standardized systems to cost-effectively meet

the business needs of the agency. Agencies are expected to adopt
the minimum standards necessary to support all components of the
desired Enterprise Architecture. The profiles should address
hardware, software, communications, data management, user interfaces,
and implementation approaches, and may indicate specific products

that implement the standard.®

Security Standards Profiles

While security services may be considered part of the TRM and
security profiles may be a subset of the standards profiles, the
importance of security as a cross-cutting issue warrants special
attention. Security standards need not be a separate component

of the Enterprise Architecture or of the TRM. Security standards
profiles are Standards Profiles specific to the security services
specified in the Enterprise Architecture. The profiles cover

such services as: identification, authentication, and non-repudiation;
audit trail creation and analysis; access controls; cryptography
management; virus prevention; fraud prevention, detection and
mitigation; and intrusion, prevention and detection. The purpose
of the security profiles is to establish information and technology
security standards to ensure adequate security for each component
of the Enterprise Architecture, and to ensure that information
systems conform to agency security policy. The security standards
identified in the security standards profiles must be consistent
with the requirements of OMB Circular A-130, Appendix III.
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Maintaining and Implementing the ITA

While the development of an Enterprise Architecture is important,

only its successful implementation meets the goals of the Clinger-Cohen
Act. Having established a framework for the ITA, each agency

should prioritize areas of high incremental benefits for early
implementation. Particular attention should be given to the following:

eChange Management

elegacy Systems Integration

eIT Personnel Planning

eCompliance, Waivers, and Certification

Change Management

Developing an ITA is an iterative and dynamic process. The ITA
should be revised periodically so that it evolves as the agency's
business functions evolve. Thusg, the ITA itself should be managed
with the same change control process that governs other critical
documents.

A baseline of the current environment -- how and where IT assets

are currently used -- should be part of the initial development

of the ITA, and the baseline should be maintained over time.

The ITA should reflect the agency's technology research effort.

Every agency should have a mechanism for evaluating current technologies and
identifying new IT opportunities for the agency. An option for many agencies
may be the establishment of an ITA board to

act as a steward of the ITA and to perform these ITA development

and maintenance activities.

Legacy Systems Integration

A useful ITA must realistically account for the existing infrastructure
base, including legacy systems. In this context, "legacy

systems" refers to systems currently in use. The architectural
strategy for dealing with legacy systems should focus on their
interfaces with new systems, permitting the new and the old to
interoperate in a cost-effective manner that does not compromise
the ability of the new system to conform completely with the target
architecture and standards. If the user interface of an older
system does not conform to the architecture, a decision whether

to change, replace, or terminate will turn on cost, operational,

or functional effectiveness criteria.
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Information Technology Personnel Planning

The ITA should reflect the training, procedures, and staffing

needed to support its successful implementation. Agencies should

identify the human resources and technical skills needed and available

to develop, maintain, and implement the ITA. Agencies should

plan for the remediation of deficiencies, including strategies

and plans for hiring, training, and professional development (Clinger-Cohen,
Section 5125 (c) (3)).

ITA Compliance, Waiversg, and Certification

The ITA itself should guide systems changes for new and operational

systems. Conformance to the ITA and compliance with the standards

profiles is critical to success. Configuration management and

control as well as quality software engineering processes for systems should be
implemented to maintain compliance with the

architecture. Configuration changes should be tested and validated

prior to acceptance for operational use across the architecture.

To migrate from the agency's current environment to the target
architecture, new systems will increasingly have to meet the standards
of the ITA. The ITA should not be weakened nor should its impact

as a tool diluted through the excessive use of waivers. The CIO

and other senior managers should require strong business case
justifications for exceptions to the ITA. Waivers for non-conformance
should be the exception, not the rule, and waivers should only

be granted after a careful, thorough, and well documented analysis
which supports the need for the exception.

An ITA should have an established method of evaluating the level

of compliance of proposed new systems and of proposed modifications

to current systems. This method may be formalized to the point

of a certification process. At a minimum, metrics should be established which,
if met, permit a proposed system to be termed "ITA

compliant."

Appendix I: Published Architecture M odel Sources
DEPARTMENT OF AGRICULTURE

The U.S. Department of Agriculture (USDA) has recently developed

its first version of the USDA Information Systems Technology

Architecture (ISTA). The Architecture is a highlevel document

divided into three components: Business and Data Architecture

(Part I), Technical Standards Architecture (Part II), and Telecommunications
Architecture (Part III). The Business and Data Architecture identifies core
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business processes for each of USDA's mission areas and associated common data
elements. The Technical Standards Architecture has three tiers: Tier I "Core
Technologies," Tier II "General Purpose Productivity Enabling Technologies,"
and Tier III "Integrating Technologies." The Telecommunications

Architecture identifies an enterprise network architecture for

USDA.

The three components of the USDA ISTA can be mapped to the NIST
model. The Business/Data Architecture aligns with the Business
Functions and Data Descriptions layers and the Technical Standards
and Telecommunications Architectures align with the Technology
Infrastructure layer. The USDA ISTA is a living document and

will be continually refreshed to ensure USDA employs established
and emerging technology to meet its strategic business goals.

The Office of the Chief Information Officer has also developed

a set of criteria to guide the agencys IT investment decisions

based on OMB Memorandum 97-02. USDA is establishing the required
management mechanisms and tools to ensure successful integration

and implementation, assessment, and monitoring of the USDA architecture
needs. Additional information and copies of the USDA ISTA may

be obtained from Mr. Joseph Ware, Chief, Information Management
Division, Office of the Chief Information Officer, USDA; phone:

(202) 690-2118; fax: (202) 690-2831; or E-mail: joe.ware@usda.gov.

DEPARTMENT OF DEFENSE

The C4ISR (Command, Control, Communications, Computers, Intelligence,
Surveillance, and Reconnaissance) Architecture Framework, Version
1.0 , prepared by the C4I Integration Support Activity (CISA),
serves as guidance to Department of Defense (DoD) organizations

that need to develop architectural descriptions for their internal
use or to support broader Departmental activities. The objective

of the Framework Version 1.0 is to provide guidelines for developing
architecture descriptions that are internally consistent within
themselves, of practical use to decision makers at all appropriate
levels, and will integrate with other architecture descriptions
across DoD.

The C4ISR Architecture Framework is organized by the three architecture
"views": Operational, Systems and Technical. The framework

details products that may be needed in the course of describing

an architecture view and also indicates the kinds of information

to be captured in each product. While the Operational, Systems,

and Technical Architectures frequently are discussed as if they

were separate architecturesg, they are best considered as different
views of an architecture -- each focusing on particular aspects.

The three architectures views are defined as follows:
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1. Operational Architectures containing "descriptions of

the tasks, operational elements, and information flows required

to accomplish or support a warfighting function." i.e., the

pertinent activities, operational elements, and associated information
flows.

2. Systems Architectures describing "systems and interconnections

which support the warfighting functions,", systems

(including Automated Information Systems, communications, and

weapon platforms) used to satisfy operational needs and the corresponding
interconnections.

3. Technical Architectures are "a minimal set of rules governing

the arrangement, interaction, and interdependence of the parts

or elements whose purpose is to ensure that a conformant system

satisfies a specified set of requirements," such as, technical

standards, criteria, and reference models that govern the implementation of
systems to satisfy the operational needs.

The aforementioned architectures are described by products that

are graphical, database and/or textual. For convenience, the
products are categorized according to their main view: Operational,
Systems, or Technical. However, any given architecture description
will consist of the best combination of products to illuminate

the issue area, whether they are categorized as Operational, Systems,
and/or Technical products. In addition to the view-specific products,
Information Infrastructure Products provide support within and/or
across the views. These products include entity-relationship

models, attributed information models, and an Integrated Data
Dictionary.

For more information about the C4ISR Architecture Framework, Version
1.0, please contact Mr. Jim Bain, Director of the Architectures
Directorate in the C4I Integration Support Activity, at 703-883-6907
or by E-mail at james.bain@osd.mil.

DEPARTMENT OF ENERGY

The Department of Energy's Information Architecture (IA) is being
defined in four volumes, as follows:

Volume I, "The Foundations," issued in March 1995 -

Prescribes the IA Principles, the Conceptual IA Model, a high

level business case, the current IA baseline, the standards process,
a summarized vision, IA policy, and next steps.

Volume II, "The Baseline Analysisg," issued in December
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1996, is a three part document consisting of the Baseline Analysis
Summary (Part 1), the Detailed Baseline Analysis (Part 2), and
Baseline Analysis Reference (Part 3). The three parts are founded
on an extensive Department-wide analysis using a series of models
to assess and extract the significant challenges of the IA. These
challenges are described in key areas and are graphically depicted.
Findings and conclusions are also presented.

Volume III, "Guidance," targeted for April 1997 (currently

in Draft), provides specific guidance to Departmental elements,
strongly recommending the formalization of Information Architectures
at various levelsg within DOE (particularly for Programs and sites).
The IA principles, conceptual model, minimal design characteristics,
IA program, and standards are covered.

Volume IV, "IA Vision," targeted for September 1997, defines the future Depart-

mental Architecture by (subarchitecture) layer, depicting the targeted capa-

bilities and structures envisioned by function. It will give specific
of business functions and how they are depicted in each layer. It wi
relate the standards to each applicable layer.

Other documents available include: "The Standards Service
Action Plan," (March 1997), the "DOE IA Standards Profile,"
the "Standards Process Guide," and the "IA Methodology
Guide.™"

In general, DOE is following the NIST five-layer architectural
model, because it ensures that linkages are established from the
business functions and processes down though the information,
applications and data layers, down to the specific technologies
utilized to support the business. The above documents go into
detailed explanations regarding what each layer addresses and

on other facets of DOEs IA Program.

These documents can be obtained on the DOE IA Web site at HTTP://www-

examples
11 also

it.hr.doe.gov/iat/, or by contacting Mr. Michael Tiemann, DOE IA Project Man-

ager at michael.tiemanne@hg.doe.gov or (202) 586-5461.

DEPARTMENT OF TREASURY

The Treasury Information System Architecture Framework (TISAF)

is a model to assist Treasury Bureaus to develop their Enterprise
Information System Architectures (EISAs). The TISAF consists

of a list of goals and objectives for planning Treasury information

technology, a set of architectural principles for developing information sys-

tems, an EISA model for describing distinct views of enterprise information

systems, and a set of standards for guiding specific product selection. The

EISA model provides four architectural
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views to organize, plan, and build enterprise information systems,
consisting of the Information, Functional, and Work architectures
and the Infrastructure.

The Information Architecture is the "what" of information

Systems which defines and organizes all information needed to

perform business operations and describes the relationships among
this information. The Functional Architecture is the "how"

of information systems which defines and organizes the business
functions, processes, or activities that capture, manipulate,

and manage the business information to support business operations.
The Work Architecture is the "where" of information

Systems which depicts the decentralization of the business, the

description of the work organizations to business locations, and
the communications and coordination between these locations.

The Infrastructure is the "enabler" of information systems

which describes the supporting services, computing platforms,

and internal and external interfaces needed to provide technology
environments within which information systems run.

To provide a context for discussing technical standards, a Technical
Reference Model (TRM) is developed to organize and depict building
blocks of an information system as a set of services categorized

by functional areas. For more information and a copy of the TISAF,
please contact Mr. Simon Liu at (202) 622-9089, or E-mail at
gsimon.liu@cio.treas.gov.

Appendix I1: Additional References

"Application Portability Profile (APP): The U.S. Governments
Open System Environment Profile Version 3.0," Computer Systems
Technology, NIST, Feb 1996.

"Architecture Concepts and Design Guidance (TAFIM),"
Department of Defense, vol. 3, ver. 2.0,

"C4ISR Architecture Framework," C4ISR ITRF, Integrated
Architecture Panel, v. 1.0, Department of Defense, CISA-0000-100-96,

"Developing the Information Systems Architecture for World-Class
Organizations," Lee, Management Decisions, 34/2, 1996, pp.
46-52.

"Enterprise, " Department of the Army Technical Architecture,
ver. 4.5,
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"Experiences and Examples in Development of Information Systems
Architecture," Performance Engineering Corporation, Presentation
to the Department of Justice,

"How to Align Corporate Goals and Information Technology,"
Dietrich, Communication News, Vol. 32, No. 10,

"Information Architectural Design in Business Process Reengineering,"
Kettinger, Journal of Information Technology, Vol. 11, pp. 27-37,
1996.

"Information Architecture Volume I: The Foundations,"
Department of Energy,

"Information Architecture Volume II: Baseline Analysis Summary"
Department of Energy, .

"Information Architecture Volume III: Guidance," Department
of Energy,
"Information Management Directions: The Integration Challenge,"

Computer Systemg Technology, National Institute of Standards and
Technology,

"Information Systems Technology Architecture Review,"
Information Technology Resources Board (ITRB),

"Joint Technical Architecture," C4ISR, Department of
Defense, vol. 1.-0,

"Open System Environment (OSE): Architectural Framework for
Information Infrastructure," Schulz, NIST Special Publication
500-232, September, 1995.

"Levels of Information System Interoperability," for

the C4I Integration Support Activity, Architecture Directorate,
MITRE Corporation,

"Perspectives, " Hurwitz, Computer World,

"Plan Your Top Priorities," Cash, Information Week,

"Standards-Based Architecture (SBA) Planning Guide,"
Defense Information Systems Agency (DISA),
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"A Systems Engineering Approach to Information Architecture
Design," Levis, IFAC Integrated Systems Engineering, 1994,

pp. 131-144.
"Technical Architecture Framework for Information Management
(TAFIM) ," Department of Defense, Vol. 1: Overview, ver.

2.0,

"Technology Defiant: Your Ticket To Ride?" Braue, Data
Communications, Vol. 24. No. 14,

"Treasury Information Systems Architecture Framework,"
Department of Treasury, ver. 1.0,

"What is an Information Technology Architecture," IDC

Government,

*Footnotes

1 Examples of published architectural "frameworks" include the Treasury Infor-

mation System Architecture Framework (TISAF), the Department of Defense Tech-
nical Architecture Framework for Information Management (TAFIM), and the
Department of Energys Information Architecture

Volume 1.

2. Examples of agency efforts to develop Enterprise Architectures and how the
agencies have named and described these components are found in Appendix I.
3- The Department of Defense includes aspects of the Business Processes element
in its Operational Architecture; the Department of Treasury incorporates it
into its business view.

4. The Department of Agriculture has incorporated this component into its Busi-
ness Architecture, while the Department of Defense and Treasury have built it
into their Operational Architectures.

5. The Department of Energy incorporates Business Applications into its Appli-
cations Subarchitecture, while the Department of Treasury includes them in its
Functional Architecture.

6 The Department of Agriculture has included this element in its Business/Data
Architecture, while the Department of Treasury incorporates it in its Informa-
tion Architecture.
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7+ The Department of Agriculture has incorporated this architecture into its

Technical Standard and Telecommunications Architectures. DoD uses its System
Architecture, and Treasury its Infrastrucsture to describe the physical layer.

8. For services not covered by published standards, agencies should identify de

facto industry standards or specific products that best accommodate an opensys-
tem environment.
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B.2 OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

3300 DEFENSE PENTAGON
WASHINGTON, DC 20301-3300

C3l 23 June 1994

MEMORANDUM FOR  UNDER SECRETARIES OF DEFENSE
COMPTROLLER OF THE DEPARTMENT OF DEFENSE
ASSISTANT SECRETARY OF THE ARMY (RD and A)
ASSISTANT SECRETARY OF THE NAVY (RD and A)
ASSISTANT SECRETARY OF THE AIR FORCE
((ACQUISITION)(SAF/AQ))
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTOR, JOINT STAFF

SUBJECT: Technical Architecture Framework for Information Management (TAFIM)

This memorandum affirms Department of Defense (DoD) commitment to the Technical
Architecture Framework for Information Management (TAFIM). Since January 1993, the
TAFIM has served as the single framework to promote the integration of DoD information sys-
tems, thus expanding the opportunities for interpretability and enhancing our capability to manage
information resources across the Department. TheTAFIM will guide the evolution of the Depart-
ment's information system technical architectures.

Asalong-range goal, the Department is fully committed to an open systems environment,
enabling information systems to be developed, operated, and maintained independent of propri-
etary technical solutions. The TAFIM establishes the direction for an open systems environment
that focuses on a standards-based architecture critical to achieving interoperability and cross-
functional integration.

New DaoD information systems devel opment and modernization programswill conform to
the TAFIM, Volume 1 — Implementation Concept, Volume 2 -Architecture Guidance and Design
Concepts, Volume 3 -Reference Model and Standards Profile and subsequent forthcoming vol-
umes. The selection and evaluation of migration systems should take into account our long-range
goal by striving for conformance to the TAFIM to the extent possible. As stated in my November
12, 1993 memorandum, " Selection of Migration Systems,” conformanceto the TAFIM is akey
technical factor to be considered in the selection of migration systems. In addition, the evolution-
ary changesto migration systemswill be governed by conformance to the TAFIM. Requestsfor
exceptions, with supporting rationale, should be forwarded to this office for consideration.

The TAFIM is maintained by Defense Information systems Agency's (DISA's) Center for
Architecture and is available through the National Technical Information Service (NTIS) and the
Defense Technical Information Center (DTIC). Attached are the DTIC accession numbers for
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each document. TheTAFIM is an evolving set of documents and comments for improving may

be provided to DISA at any time. The action officer for this matter is Mr. Terry Hagle, (703) 604-
1486.

s-Emmett Paige, Jr.

(Attachment)
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B.3
OFFICE OF THE UNDER SECRETARY OF DEFENSE

3300 DEFENSE PENTAGON
WASHINGTON, DC 20301-3300

C31I 30 November 1998

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DIRECTOR, DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTORS OF THE DEFENSE FIELD ACTIVITIES

SUBJECT: DoD Joint Technical Architecture (JTA) Version 2.0

JTA Version 2.0 was approved by the Architecture Coordination Council on
May 28, 1998 and has been posted to the JTA Home Page with a notice that formal
authorization for use will be provided separately. This memorandum makes JTA
Version 2.0 effective for use immediately, superseding version 1.0. In addi-
tion, this memorandum updates the portion of Paragraph 4.3.9 of DoD 5000.2-R
(with Change 3) covering the JTA applicability and waiver process, pending a
formal revision of DoD 5000.2-R and other DoD Directives and Instructions.

Implementation of JTA, that is the use of applicable JTA mandated stan-
dards, is required for all emerging, or changes to an existing capability that
produces, uses, or exchanges information in any form electronically; crosses a
functional or DoD Component boundary; and gives the warfighter or DoD decision
maker an operational capability. Use of an applicable JTA mandated standard
must consider the cost, schedule, or performance impacts, and if warranted a
waiver from use granted as described below. Hence, implementation of the JTA
is required for all DoD Acquisition Categories, and all other non-traditional
(e.g., Defense Information Infrastructure (DII) Common Operating Environment
(COE)), systemic (e.g., Joint Airborne SIGINT Architecture (JASA)), or non-DoD
5000 series acquisitions (e.g., procurement of information technology ser-
vices, CINC Initiatives) that meet these criteria. In addition, implementation
of the JTA is required for pre-acquisition programs such as: Advanced Concept
Technology Demonstration (ACTDs), Advanced Technology Demonstrations (ATDs),
Joint Warrior Interoperability Demonstrations (JWIDs), 'Exploitation-year',
and Battle Laboratory projects that meet these criteria.

Each DoD Component and cognizant OSD authority is responsible for imple-
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mentation to include compliance assurance, programming and budgeting of
resources, and scheduling. Only the Component Acquisition Executive, or cogni-
zant OSD authority can grant a waiver from the use of an applicable JTA man-
dated standard. All waivers shall be submitted to the USD (A&T) and ASD (C3I)
(the DoD Chief Information Officer (CIO)) for concurrence. Both USD (A&T) and
ASD (C3I) (DoD CIO) concurrence can be assumed if no response is received two
weeks after the date of receipt. To assure proper and timely consideration,
all waivers must be accompanied by the identification of cost, schedule, and
performance impacts that will occur if waiver is not granted and acknowledgment
of any resulting operational limitations.

To preclude the granting of duplicative waivers, caused by implementing
this and other 0OSD mandates, the organization responsible for systemic imple-
mentations of the JTA (e.g., DISA for the DII COE; NSA for the JASA; BMDO for
the standards in the Missile Defense) will administratively coordinate through
the establish mechanism and grant the waiver and forward to USD (A&T) and ASD
(C3I) (DoD CIO) for concurrence. Lastly, all waivers of the standards con-
tained in the Modeling and Simulation Domain Annex must be submitted through
the M&S management office of the responsible DoD Component to the Defense Mod-
eling and Simulation Office (DMSO). DMSO will then coordinate and administra-
tively process a recommended disposition to the Executive Council for Modeling
and Simulation (EXCIMS). EXCIMS will submit their recommendation to the USD
(A&T) for approval with the concurrence of the DoD CIO.

Each DoD Component and cognizant OSD authority is requested to provide a
new or revised implementation plan to the USD (A&T) and the ASD (C3I) (DoD
CIO). Revision of an existing plan is due within 60 days while a new plan is
due within 90 days from the date of this memorandum. These plans must include
consideration of JTA implementation for existing capabilities meeting the cri-
teria provided in the second paragraph.

The JTA is a living document and will continue to evolve with the tech-
nologies, marketplace, and associated standards upon which it is based. The
JTA is the minimum set of performance based primarily non-governmental stan-
dards needed to maximize interoperability and affordability within DoD and
hence is entirely consistent with Acquisition Reform principles and practices.
Tests and exercises will be used to evaluate the JTA implementation progress.
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Addressees are requested to assure the widest distribution of this memo-
randum. Request Director, Joint Staff forward this memorandum to Unified Com-

batant Commands.

---signed---
DOUGLAS D. BUCHHOLZ
Lieutenant General,

---signed---

Arthur L. Money
Senior Civilian Official

---signed---
Jacues S. Gansler
Under Secretary of Defense

USA
(Acquisition and Technology) Director for C4 Systems
The Joint Staff
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B.4 MEMORANDUM FROM
THE ASSISTANT SECRETARY OF DEFENSE

March 30, 1995

MEMORANDUM FOR  UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARY OF THE ARMY (RD and A)
ASSISTANT SECRETARY OF THE NAVY (RD and A)
ASSISTANT SECRETARY OF THE AIR FORCE
(ACQUISITION ) (SAF/AQ)
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTOR, JOINT STAFF

SUBJECT: Technical Architecture Framework for Information Management (TAFIM), Version
2.0

My memorandum dated June 23, 1994 established the TAFIM as the single framework to
promote the integration of Department of Defense (DoD) information systems, expanding the
opportunities for interoperability and enhancing our capability to manage information resources
across the Department. The latest version of the TAFIM, Version 2.0, is complete and fully coor-
dinated. Version 2.0 consists of seven volumes as shown in the attachment. The TAFIM will con-
tinue to guide and enhance the evolution of the Department’s information systems technical
architectures.

| want to reiterate two important points that I made in my June 1994 memorandum. First,
the Department remains committed to a long range goal of an open systems environment where
interoperability and cross functional integration of our systems and portability/reusability of our
software are key benefits. Second, the further selection and evaluation of migration systems
should take into account this long range goal by striving for conformance to the TAFIM to the
extent possible.

Effectively immediately, new DoD information systems development and modernization
programs will conform to the TAFIM. Evolutionary changes to migration systems will be gov-
erned by conformance to the TAFIM.

The TAFIM is maintained by the Defense Information Systems Agency (DISA) and is
available electronically viathe DISA On-Line Standards Library. Hardcopy is available through
the Defense Technical Information Center. TheTAFIM isan evolving set of documents and com-
ments for improving may be provided to DISA at any time. The DISA action officer is Mr.
Bobby Zall, (703) 735-3552. The OSD action officer is Mr. Terry Hagle, (703) 604-1486.

SEmmett Paige, Jr.
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B.5 OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE
3300 DEFENSE PENTAGON
WASHINGTON, DC 20301-3300

C3I January 2, 1997

MEMORANDUM FOR UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARY OF THE ARMY
ASSISTANT SECRETARY OF THE NAVY
ASSISTANT SECRETARY OF THE AIR FORCE
(ACQUISITION) (SAF/AQ)
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTOR, JOINT STAFF

SUBJECT: Technical Architecture Framework for Information Man-
agement (TAFIM), Version 3.0

As established by my memorandum dated March 30, 1995, the
TAFIM is the Department's technical architecture framework to
promote the integration of Department of Defense (DoD) informa-
tion systems, expanding the opportunities for interoperability
and enhancing our capability to manage information resources
across the Department. The latest version of the TAFIM, Version
3.0, is a fully coordinated maintenance update to Version 2.0. It
consists of eight volumes as shown in attachment 1. The substan-
tive changes to Volumes 2, 5, and 7 together with the Joint Tech-
nical Architecture (JTA) and the C4ISR Integration Task Force
recommendations, will provide a firm foundation to continue
refinement of the Department's technical architecture strategy.

Though the TAFIM will continue to guide and enhance the evo-
lution of the Department's information systems technical archi-
tectures, the mandate for the use of the JTA as established in the
August 22, 1996, memorandum remains in effect. For applicable
systems, the JTA's specific guidance replaces the general stan-
dards guidance described in the TAFIM. The TAFIM establishes our
long range goal of an open systems environment and provides the
general direction. The JTA describes our specific path. I
strongly encourage the further selection and evaluation of migra-
tion systems based on their potential for compliance with the
TAFIM/JTA to the maximum extent possible.
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The TAFIM is maintained by the Defense Information Systems
Agency (DISA) and is available electronically via the DISA On-
Line Standards Library. The TAFIM is an evolving set of documents,
and comments for its improvement may be provided to DISA at any
time. The DISA action officers are Mg. Virginia Conway, (703) 735-
3552 and Mr. John Mitchell, (703) 607-6289. My point of contact
for this action is Mr. Terry Hagle, who is assigned to the office
of the Deputy Assistant Secretary of Defense for Command, Control
and Communications, telephone number

(703) 604-1486 or Mr. Samuel J. Worthington, (703) 604-1584.

Emmett Paige, Jr.

Attachment
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B.6 OFFICE OF THE SECRETARY OF DEFENSE
1000 Defense Pentagon
Washington, DC 20301-1000

February 23, 1998

MEMORANDUM FOR: SECRETARIES OF THE MILITARY DEPARTMENTS
CHAIRMAN OF THE JOINT CHIEFS
UNDER SECRETARIES OF DEFENSE
DIRECTOR, DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTOR OF ADMINISTRATION AND
MANAGEMENT
DIRECTORS OF THE DEFENSE AGENCIES
DIRECTOR, JOINT STAFF

SUBJECT: Strategic Direction for a DoD Architecture Framework

The Defense Science Board concluded that a key means for ensuring
interoperable and cost-effective military systems is to establish comprehen-
gsive architectural guidance for all of DoD. The Command, Control, Communica-
tions, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR)
Architecture Framework Version 1.0 was subsequently offered to all DoD Compo-
nents for use in June of 1996. Many of you began to use it was positive
results in developing your C4ISR architecture.

Representatives from the Unified Commands, Services, and Agencies, work-
ing under the auspices of the DoD Architecture Coordination Council (ACC),
incorporated lessons learned from the trial implementation of Version 1.0 of
the Framework and collaboratively produced Version 2.0 that more completely
satisfies the need for comprehensive DoD-wide architectural guidance as recom-
mended by the Defense Science Board. Further evolution of the Framework will
be based upon experience gained and the collective needs of the Department.

The utilization of C4ISR Architecture Framework Version 2.0 will allow
architectures to be compared and integrated within DoD Components and across
joint boundaries so that Warfighter interoperability and C4ISR investment
decisions can be addressed from a common frame of reference. Experiences with
Version 1.0 demonstrate that the concepts and methodology embodied in the C4ISR
Architecture Framework can be applied across the DoD community. Further, Ver-
sion 2.0 C4ISR Architecture Framework is wholly consistent with the DoD Chief
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Information Officer’s (CIO) responsibility to develop and implement an agency-
wide architecture “model” and an Information Technology Architecture (ITA)
which conforms to this model.

We see the C4ISR Architecture Framework as a critical element of the
strategic direction in the Department, and accordingly direct that all on-going
and, planned C4ISR or related architectures be developed in accordance with
Version 2.0. Existing C4ISR architectures will be redescribed in accordance
with the Framework during appropriate revision cycles. We also direct all
addressees examine the C4ISR Architecture Framework as a basis for a single
architecture framework for all functional areas/domains within Department.
The ACC with the active participation of the C4ISR community has established a
process by which the evolution of the C4ISR Architecture Framework will con-
tinue in a manner responsive to the needs of operations and acquisition ele-
ments of the DoD.

The successful evolution to a DoD Architecture Framework is dependent
upon your active participation and a continued commitment to interoperable and
cost effective military systems.

Request the Director, Joint Staff forward this memorandum to the Unified
Commands .

Version 2.0 of the C4ISR Architecture Framework is available at
www.cisa.osd.mil.

--signed-- --signed-- --signed--

Jacques S. Gansler Anthony M. Valletta DOUGLAS D. BUCHHOLZ
Under Secretary of Defense Acting Assistant Secretary Lieutenant General, USA
(Acquisition and Technology) of Defense (C3I) Director for C4 Systems

The Joint Staff
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B.7 21 MAR 2000

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
DIRECTOR, DEFENSE RESEARCH AND ENGINEERING
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
DIRECTOR, OPERATIONAL TEST AND EVALUATION
ASSISTANTS TO THE SECRETARY OF DEFENSE
DIRECTORS OF THE DEFENSE AGENCIES

DIRECTORS OF THE DEFENSE FIELD ACTIVITIES

SUBJECT: Promulgation of DoD Technical Reference Model (DOD TRM) Version| .O

This memorandum is effective immediately and transmits guidance to DOD Services, Agencies,
and Combatant Commands on the use of the DOD Technical Reference Model Version 1.0. The DOD
TRM defines and describes services and interfaces, and their relationships to be used in supporting the
development of technical architectures and interoperability frameworks. The DOD TRM Version 1.0 is
approved as a standalone document and supersedes TAFIM Technical Reference Model, Volume 2,
Version 3.0, and any other versions thereof.

Use of the DOD TRM s prescribed as the guide to assist in solving interoperability/portability
issuesin al applicable DOD information systems including C4ISR and Weapons Systems. The DOD TRM
contains the comprehensive set of service and interface definitions to support all emerging information
systems and information technology applications. The DOD TRM is also applicable to migration and
legacy initiatives where DOD interoperability requirements are specified as essentia for mission
continuity.

Each DOD Component and cognizant OSD authority isresponsible for deriving their respective
technical reference model view, where required, based on the DOD TRM structure. This action will
promote software reuse and ensure consistent use of service and interface definitions where interoperability
issues must be addressed and effectively managed.

The DOD TRM isaliving document and will continueto evolvein concert with the technologies,
marketplace, and framework upon which it is based. When emerging technologies require new service and
interface definitions, these will be coordinated with and submitted to the Technica Architecture Steering
Group (TAX) for inclusion into subsequent versions of the document.
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Addressees are requested to assure the widest distribution of this memorandum. Reques| Director,
Joint Staff forward this memorandum to Combatant Commands.

The point of contact for thisaction is Mr. Jack Zavin, of the Information Integration and
Interoperability Directorate. Mr. Zavin can bereached at (703) 607-0238 or viae-mail:
jack.zavin@osd. pentagon.mil

5] I I
Jacques S. Gandler Arthur L. Money John L. Woodword, Jr.
Under Secretary of Defense Assistant Secretary of Lieutenant General, USAF
(Acquisition, Technology — Defense Director for Command,
and Logigtics) (Command, Control Control, Communications
Communications & and Computer Systems
Intelligence The Joint Staff
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APPENDIX C: ABBREVIATIONS, ACRONYMS, GLOSSARY

C.1 Abbreviations/Acronyms

Aand T
AlS

AITS
ANS|
API
ASD

C2
C3l
C4l
C4ISR

CASE
CcCB
CIM
CISS
CM
COTS

DBMS
DDDS
DGSA

DIl

DISA
DISN
DITSCAP

DoD
DoDD
DoDl
DSSP
DT&E

EEI
FEA
FIPS
FPI

GOA
GOTS

Acquisition and Technology

Automated Information System

Adopted Information Technology Standards
American National Standards Institute
Application Program Interface

Assistant Secretary of Defense

Command and Control

Command, Control, Communications, and Intelligence

Command, Control, Communications, Computers, and Intelligence

Command, Control, Communications, Computers, Intelligence,
Surveillance, and Reconnaissance

Computer-Assisted Software Engineering

Configuration Control Board

Corporate | nformation M anagement

Center for Information System Security

Configuration Management

Commercial-off-the-shel f

Database Management System

Defense Data Dictionary System

DoD Goal Security Architecture

Defense Information Infrastructure

Defense Information Systems Agency

Defense Information System Network

Defense Information Technology Security Certification Accreditation
Procedures

Department of Defense

Department of Defense Directive

Department of Defense Instruction

Defense Standardization and Specification Program

Developmental Test and Evaluation

Externa Environment Interface
Functional Economic Analyses
Federal Information Processing Standard

Functional Process Improvement

Generic Open Architecture
Government-off-the-shelf
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HCI Human-Compuiter Interface

HDBK Handbook

I-CASE Integrated Computer-Assisted Software Engineering
ICD Interface Control Document

IDEF ICAM Definition Method for Integrated Computer System Manufacturing
|EEE Institute of Electrical and Electronic Engineers

ILS Integrated L ogistics Support

M Information Management

IPT Integrated Product Team

SO International Organization for Standardization

IT Information Technology

ITSG Information Technology Standards Guidance

JTA Joint Technical Architecture

LCM Life-Cycle Management

MAISRC Major Automated Information System Review Council
METL Mission Essential Task List

MNS Mission Need Statement

NDI Non-Developmental Item

NGCR Next-Generation Computer Resources

NIST National Institute of Standards and Technology

NSA National Security Agency

OMG Object Management Group

ORD Operationa Requirement Document

OSA Open System Architecture

OB Office of the Secretary of Defense

OSE Open Systems Environment

OT&E Operational Test and Evaluation

PC Personal Computer

PDSS Post-Deployment Software Support

PMO Program Management Office

POM Program Objective Milestones

POSIT Profilesfor Open System Internetworking Technologies
POSIX Portable Operating System Interface

QA Quality Assurance

RFP Request for Proposal

RMP Risk Management Plan

Technical Reference Model 86

9 April 2001



SAE Society of Automotive Engineers

SBA Standards-Based Architecture

SDM System Decision Memorandum

SPE Software Performance Engineering

STD Standard

T&E Test and Evaluation

TAFIM Technical Architecture Framework for Information Management
TEMP Test and Evaluation Master Plan

TRM Technical Reference Model

TSR Trade Study Report

UJTL Unified Joint Task List

C.2 Glossary?!

Application — The use of capabilities[services and facilities] TAFIM provided by an information
system specific to the satisfaction of a set of user requirements.

Application Area Profile— A profile created from multiple standards that specify multiple,
diverse types of functionality for a particular application area (e.g., database, networking,
graphics, operating system). (IEEE) [JTA Version 3.0]

Application Platform:

» The collection of hardware and software components that provide the services used by
support and mission-specific software applications.

» A set of resources, including hardware and software, that support the services on which
application software will execute. The application platform provides servicesat its
interfaces that, as much as possible, make the specific characteristics of the platform
transparent to the application software. [JTA Version 3.0]

Application Portability Profile (APP) — The structure that integrates Federal, national,
international, and other specificationsto provide the functionality necessary to accommodate the
broad range of Federal information technology requirements.

Application Environment Profile (AEP) —“A profile, specifying a completed and coherent
specification of the Open System Environment (OSE), in which the standards, options, and
parameters chosen are necessary to support a class of applications.” (IEEE) [JTA Version 3.0]

1. Listing of Reference Sources:
Where a definition does not contain a specific reference, the de facto reference isthe JTA
(Joint Technical Architecture).
C4ISR Architecture Framework, Version 2.0, 18 December 1997.
Joint Technical Architecture, Version 3.0, 15 November 1999.
IEEE (Draft Guide for Developing User Organization Open Systems Environment (OSE) Profiles),
P1003.23/D0.8, April 1997.
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Application Program I nterface (API):

» The interface, or set of functions, between the application software and the application plat-
form. (IEEE) (NIST Special Publication 500-230)

» The means by which an application designer enters and retrievesinformation.

» A specification of function-call conventions that defines an interface to a service. If two
incompatible computers both support the same API, then a single version of source code
should compile on each.

Application Softwar e—“ Softwarethat is specific to an application and is composed of programs,
data, and documentation.” (IEEE)

Application Software Entity —Mission-area and support applications. A common set of support
applications forms the basis for the development of mission-area applications. Mission-area
should be designed and devel oped to access this set of common support applications.
Applications access the Application Platform via a standard set of APIs. [JTA Version 3.0]

Architecture:

» The structure of components, their relationships, and the principles and guidelines governing
their design and evolution over time. — C4ISR Architecture Framework
(Ver. 1.0) [|EEE] [C4ISR]

» Architecture has various meanings, depending upon its contextual usage. (1) The structure of
components, their interrelationships, and the principles and guidelines governing their design
and evolution over time. [|EEE] (2) Organizational structure of asystem or component. [| EEE]

* Anarchitectureisacomposition of (1) components (including humans) with their functionality
defined (Technical), (2) requirements that have been configured to achieve a prescribed pur-
pose or mission (Operational), and (3) their connectivity with the information flow defined
(System). [JTA Version 3.0]

» Architecture has various meanings depending upon its contextual usage. (1) The structure of
components, their interrelationships, and the principles and guidelines governing their design
and evolution over time. [|EEE] (2) Organizational structure of asystem or component. [| EEE]

» Architecture: Baseline and Target-Defined and are significant parts of the technical manage-
ment planning information (previoudy the technical management plan [TMP)]). [DoD 8020.1-
M with Change 1]

Architecture Description — A representation, as of a current or future point in time, of a defined
“domain” in terms of its component parts, what those parts do, how the partsrelate to each other,
and the rules and constraints under which the parts function. [C4ISR]

Architecture-Description Products— Graphical, textual, and tabular itemsthat are developed in
the course of building a given architecture description and that describe characteristics pertinent
to its purpose. When completed, this set of products constitutes the architecture description.
[CAISR]

Architecture, Infrastructure— Identifies the top-level design of communications, processing,
and operating system software. It describes the performance characteristics needed to meet
database and application requirements. It provides a geographic distribution of components to
locations. The infrastructure architecture is defined by the service provider for these capabilities.
It includes processors, operating systems, service software, and standards profiles that include
network diagrams showing communication links with bandwidth, processor locations, and
capacities including hardware builds versus schedule and costs.
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Architectural Structure— Providesthe conceptua foundation of the basic architectural design
concepts, the layers of the technical architecture, the services provided at each layer, the
relationships between the layers, and the rules for how the layers are interconnected.

Availability — The probability that system functional capabilities are ready for use by a user at
any time, where all timeis considered, including operations, repair, administration, and logistic
time. Availability is further defined by system category for both routine and priority operations.

Baseline— A specification or product that has been formally reviewed and agreed upon, that
thereafter serves asthe basisfor further development and that can be changed only through formal

change control procedures or atype of procedure such as configuration management. [| EEE]

Commercial Item:

Any item customarily used by the general public for other than governmental purposes that has
been sold, leased, or licensed to the general public, or that has been offered for sale, lease or
license to the general public.

Any item that evolved from an item described in 1) above through advances in technology or
performance that is not yet available in the commercial market, but will be availableintime to
meet the delivery requirements of the solicitation.

Any item that, but for modifications of atype customarily available in the commercial market
or minor modifications made to meet DoD requirements, would satisfy the criteriain 1) or 2)
above.

Any combination of items meeting the requirements of 1, 2, or 3 above or 5 below that are of a
type customarily combined and sold in combination to the general public.

Installation services, maintenance services, repair services, training services, and other ser-
vices if such services are procured for support of any item referred to paragraphs 1, 2, 3 or 4
above, if the sources of such services offer such services to the general public and the DoD
simultaneously and under similar terms and conditions and offers to use the same work force
for providing DoD with such services as the source used for providing such services to the gen-
eral public.

Services offered and sold competitively, in substantial quantities, in the commercial market-
place based on established catalog prices of specific tasks performed and under standard com-
mercial terms and conditions.

Any item, combination of items or service referred to in 1 through 6 above notwithstanding the
fact that the item or service istransferred between or among separate divisions, subsidiaries, or
affiliates of a contractor.

A non-developmental item developed exclusively at private expense and sold in substantial
guantities, on a competitive basis, to State and local governments.

(DRAFT 6/30/95 NDI HANDBOOK/ Federal Acquisition Streamlining Act of 1994 DoD
5000.37H) [JTAVersion 3.0]

Commercial Off-the-Shelf (COTS) — See the definition of Commercia Item found above. (OS-
JTF 1995) Refersto an item of hardware or software that has been produced by a contractor and is

available for general purchase. Such items are at the unit level or higher. Such items must have
been sold and delivered to Government or commercia customers, must have passed customer’s
acceptance testing, be operating under customer’s control, and within the user environment.
Further, such items must have meaningful reliability, maintainability, and logistics historical data.
[JTA Version 3.0]

Communications M edium — A means of data transmission. [C4ISR Version 2.0]
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Communications Network — A set of products, concepts, and services, that enable the
connection of computer systemsfor the purpose of transmitting data and other forms (e.g., voice
and video) between the systems.

Communications Services— A service of the Support Application entity of theTechnical
Reference Model (TRM) that provides the capability to compose, edit, send, receive, forward, and
manage electronic and voice messages and realtime information exchange services in support of
interpersonal conferencing.

Communications System — A set of assets (transmission media, switching nodes, interfaces, and
control devices) that will establish linkage between users and devices.

Configuration Management — A discipline applying technical and administrative direction and
surveillance to: (1) identify and document the functional and physical characteristics of a
configuration item, (2) control changes to those characteristics, and (3) record and report changes
to processing and implementation status.

Connectivity Service — A service area of the External Environment entity of the Technical
Reference Model that provides end-to-end connectivity for communications through three
transport levels (global, regional, and local). It provides general and applications-specific service
to platform end devices.

Core Services— JTA Core Services are common service areas, interfaces, and standards
applicableto al DoD systemsto support interoperability [JTAVersion 3.0].

Data — A representation of individua facts, concepts, or instructions in amanner suitable for
communication, interpretation, or processing by humans or by automatic means [| EEE] [C4ISR
Version 2.0]

Data Element:

* A basic unit of information having ameaning and that may have sub-categories (data items) of
distinct units and values.

* A basic unit of data having a meaning and distinct units and values. (Derived from 8320.1) A
uniquely named and defined component of a data definition; adata*cell” into which dataitems
(actua values) can be placed; the lowest level of physical representation of data. [C4ISRV er-
sion 2.0]

Data Entity — The representation of a set of people, objects, places, events, or ideasthat sharethe
same characteristic relationships. [C4ISRVersion 2.0]

Data I ntegrity — The state that exists when computerized data isthe same as that in the source
documents and has not been exposed to accidental or malicious alteration or destruction. The
property that data has not been exposed to accidental or malicious alteration or destruction. [JTA
Version 3.0]

Data I nterchange Service— A service of the Platform entity of the Technical Reference Model
that provides specialized support for the interchange of data between applications on the same or
different platforms.

Data M anagement Service— A service of the Platform entity of the Technica Reference Model
that provides support for the management, storage, access, and manipulation of datain a database.
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Database Utility Service— A Service of the Support Application Entity of the Technical
Reference Model that provides the capability to retrieve, organize, and manipulate data extracted
from a database.

Direct Interface— Direct Interface is an interface that defines a service/consumer relationship
between adjacent entity/sub-entity layersin the reference model. Direct Interfaceis the
connection between an entity sending (or receiving) datawith another entity receiving (or
sending) data for transmission of that data aong the routing path. [SAE A$S4893]

Distributed Database:

» A database not stored in a central location but dispersed over anetwork of interconnected com-
puters.

* A database under the overall control of acentral database management system but whose stor-
age devices are not all attached to the same processor. (3) A database physically located in two
or more distinct locations.

Domain:

» A domain represents a grouping of systems sharing common functional, behavioral, and oper-
ational requirements. [JTA Version 3.0].

» Elements at any level, from DoD as a whole down to individual functional areas or groups of
functional areas. [C4ISR Version 2.0]

* A digtinct functional area that can be supported by a family of systems with similar require-
ments and capabilities. An area of common operational and functional requirements. [JTAV er-
sion 3.0]

Entity:

* An active element within an open-system layer (e.g., session entity, transport entity). It can
represent one layer or several layers of the OSI Reference Model. One layer can include sev-
era entities.

» Entities arethe elements of the model that contain the services and interfaces definitions subse-
guently used to select and refine a set of standards. Entities contain the major service areas that
may be common across several entities.

Environment:

* A framework that provides a set of services and consists of the following: an integration mech-
anism, a set of resources (i.e., software, tools), amethodology, and a set of standards.

* In the context of the COE, all software running from the time the computer is rebooted to the
time the system is ready to respond to operator queries after operator login. This software
includes the operating system, security software, installation software, windowing environ-
ment, COE services, etc. The environment is subdivided into a runtime environment and a
software development environment. [DI1 COE, Version 3.0]

External Environment Interface (EEI) — The interface that supports information transfer
between the application platform and the external environment.

Function — Appropriate or assigned duties, responsibilities, missions, tasks, powers, or duties of
an individual, office, or organization. A functional areais generally the responsibility of a PSA
(e.g., personnel) and can be composed of one or more functional activities (e.g., recruiting), each
of which consists of one or more functional processes (e.g., interviews).
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Functional Area— A major areaof related activity, such as Ballistic Missile Defense, Logistics,
or C2 support. [C4ISR Version 2.0]

Functional Architecture— The framework for devel oping applications and defining their
interrelationships in support of an organization's information architecture. It identifies the maor
functions or processes an organization performs and their operational interrel ationships.

Generic Level Of Interoperability — For each system, the highest level within the capabilities
matrix at which that system implements all the criteriafor that LIS| level. [C4ISRVersion 2.0]

Hardware:

Physical equipment, as opposed to programs, procedures, rules, and associated documentation.
Contrast with software.

Information:

Any communication or representation of knowledge such as facts, data, or opinions, in any
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual
forms.

The refinement of data through known conventions and context for purposes of imparting
knowledge. [C4ISR Version 2.0]

Information Domain — A set of commonly and unambiguously labeled information objects with
a common security policy that defines the protections to be afforded the objects by authorized
users and information management systems.

I nfor mation-Exchange Requirement — A requirement for the content of an information flow.
Associated with an |ER are such performance attributes as information size, throughput,
timeliness, quality, and quantity values. [C4ISRVersion 2.0]

Information Management (IM) — The creation, use, sharing, and disposition of information as
resource critical to the effective and efficient operation of functional activities. The structuring of
functional processesto produce and control the use of data and information within functional
activities, information systems, and computing and communications infrastructures.

Information Resources M anagement (IRM) — The planning, budgeting, organizing, directing,
training, promoting, controlling, and management activities associated with the burden (cost),
collection, creation, use, and dissemination of information by Agencies and includes managing
information and related resources, such as Federal information-processing (FIP) resources.

Information Processing:

Profiles are defined in this paper as a hierarchical tree-structured collection of services needed to
support applications that address a specific mission area. [|EEE. Taxonomy Pub.]

An activity that conveys collated data, entities, or elementsin a systematic routine that addresses
aspecific area.

Provide the data formats and instruction-processing specifications required to represent and
mani pul ate data to meet information-technology (IT) mission needs. [JTA Version 3.0]

Technical Reference Model 92
9 April 2001



The systematic performance of operations upon data such as handling, merging, sorting, and
computing. Note: The semantic content of the original data should not be changed. The semantic
content of the processed data may be changed. [Federal Standard 1037c]

Infor mation Technology (I T) — The term “information technology,” with respect to an executive
agency means any equipment or interconnected system or subsystem of equipment used in the
automatic acquisition, storage, manipulation, management, movement, control, display,
switching, interchange, transmission, or reception of data or information by the executive agency.
For purposes of the preceding sentence, equipment is used by an executive agency if the
equipment is used by the executive agency directly or is used by a contractor under a contract
with the executive agency that requiresthe use of such equipment, or (ii) requiresthe use, to a
significant extent, of such equipment in the performance of a service or the furnishing of a
product. Information systems also include training (e.g., tutorials and online help), support tools
(e.g., programs for software development, self-test diagnostics), and system management aids
(e.g., system administration).

The term “information technology” includes computers, ancillary equipment, software, firmware
and similar procedures, services (including support services), and related resources. The term
“information technology” does not include any equipment that is acquired by a Federal contractor
incidental to a Federal contract. (Information Technology Management Reform Act of 1996. [JTA
Version 3.0]

Infrastructure— Infrastructure is used with different contextual meanings. Infrastructure most
generaly relates to, and has, a hardware orientation but it is frequently more comprehensive and
includes software and communications. Collectively, the structure must note that just citing
standards for designing an architecture or infrastructure does not include functional and mission-
arearequirements for performance. Performance requirement metrics must be an inherent part of
an overall infrastructure to provide performant interoperability and compatibility. It identifies
thetop-level design of communications, processing, and operating system software. It describes
the performance characteristics needed to meet database and application requirements. It provides
ageographic distribution of componentsto locations. The infrastructure architecture is defined by
the service provider for these capabilities. It includes processors, operating systems, service
software, and standards profiles that include network diagrams showing communication links
with bandwidth, processor locations, and capacities including hardware builds versus schedule
and costs.

Integration:

* Integration isthe result of an effort that joins two or more similar products such as individual
system elements, components, modules, processes, databases, or other entities, and produces a
new product that functions, as a replacement for the two or more similar but less capable enti-
ties (products), in aframework or architecture in a seamless manner. Institute of Electrical and
Electronic Engineers (IEEE) Standard (STD) 610.12 defines an “integration architecture” as a
framework for combining software components, hardware components, or both to an overall
system. [|EEE]

» Two or more software applications that must run on the same physical processor(s) and under
the same operating system. [JTA Version 3.0]

Interface (1/F):

* In a system, a shared boundary, i.e., the boundary between two subsystems or two devices.
(188)

» A shared boundary between two functiona units, defined by specific attributes, such as func-
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tional characteristics, common physical interconnection characteristics, and signal characteris-
tics.
* A point of communication between two or more processes, persons, or other physical entities.

* A point of interconnection between user terminal equipment and commercial communications
facilities.

» Tointerconnect two or more entitiesat a common point or shared boundary. [FED-STD 1037c]

Interface View

The view of the DoD TRM that contains al of the interfaces (e.g., 4L, 4D, 3D, 3L, 2D, 2L, etc.)
Details of services are not contained in this view of the model.

I nteroper ability

» The ability of two or more systems or components to exchange and use information. [IEEE
610.12]. (2) The ability of the systems, units, or forces to provide and receive services from
other systems, units, or forces, and to use the services so interchanged to enable them to oper-
ate effectively together. The conditions achieved among communications-electronics systems
or items of communications-electronics equipment when information or services can be
exchanged directly and satisfactorily between them and/or their users.(Army Service Board)

Layer — Theterm isused in conjunction with the interface view (originally derived from the SAE
GOA model) to identify specific interfaces between model elements. The reader is referred to the
SAE AS4893 Standard for more information on the subject. Theterm “layer” in the services view
of the model isused as ageneric.

L egacy Environments — Legacy environments could be called legacy architectures or
infrastructures and, as a minimum, consist of a hardware platform and an operating system.
Legacy environments are identified for phase-out, upgrade, or replacement. All data and
applications software that operatesin alegacy environment must be categorized for phase-out,
upgrade, or replacement.

L egacy Systems— Systemsthat are candidates for phase-out, upgrade, or replacement. Generally,
legacy systems are in this category because they do not comply with data standards or other
standards. Legacy system workloads must be converted, transitioned, or phased out (eliminated).
Such systems may or may not operate in alegacy environment.

Logical Interface— Logical Interfaceis an interface that defines a peer-to-peer relationship
between entities within the same entity layer of the reference model. Logical Interface isthe
requirement associated with establishing a data i nterchange between a source of data and the end
user of the data. The end user of the data must be identified including the requirements for the
data, and the source supplying the data must also be identified. Data routing is transparent to
logical interface entities. Routing of the data should not be a concern to the source and end user
because the routing (i.e., direct requirements) is transparent to the entities. [SAE AS4893]

Migration Systems— An existing AlS, or a planned and approved AlS, that has been officially
designated to support common processes for afunctional activity applicable to use DoD-wide or
DoD Component-wide. Systemsin this category, even though fully deployed and operational,
have been determined to accommodate a continuing and foreseeabl e future requirement and,
consequently, have been identified for transitioning to a new environment or infrastructure. A
migration system may need to undergo transition to the standard technical environment and
standard data definitions being established through the Defense IM Program, and must “ migrate”
toward that standard. In that process it must become compliant with the Reference Model and the
Standards Profile. A system in this category may require detailed anaysis that involves a total
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redesign, reprogramming, testing, and implementation because of anew environment and how the
“users’ have changed their work methods and processes. The detailed analysis may identify the
difference between the “asis’ and the“to be” system.

Mission:

* Anobjective. [JTAVerson 3.0]
* An objective together with the purpose of the intended action.
Note: Multiple tasks accomplish amission. (SPAWAR) [C4ISR Version 2.0]

Mission Area— The general classto which an operational mission belongs. [C4ISR Version 2.0]

Model —A model is arepresentation of an actual or conceptual system that involves mathematics,
logical expressions, or computer simulations that can be used to predict how the system might
perform or survive under various conditions or in arange of hostile environments. [DSMC 8" Ed.
of the Glossary]

Multimedia Service — A Service of the TRM that provides the capability to manipulate and
manage information products consisting of text, graphics, images, video, and audio.

Multimedia Object — A composite object consisting of various different types of related
temporal and logical content intended for presentation to a user.

Node:

* An éement of architectures that may represent a role, an organization, a facility, or even an
individual workstation, depending on the purpose and the level of detail needed in the architec-
ture description. (Asused in the Framework; no formal definition arrived at yet.)

» A primitive that is a component of a network. Again, not limited to a node in a communica-
tions network. Can be combined with arcs (using NODE-ASSOCIATION, not depicted in
Figure 3-4) to represent virtually any network or graph structure. — [C4IR Version 2.0]

Normalization Rules — Rules used to identify the movement or removal of elements (e.g.,
standards) across the JTA Core or annexes. [JTA Version 3.0]

Open Specifications— Public specifications that are maintained by an open, public consensus
process to accommodate new technologies over time and that are consistent with international
standards.

Open System:

* A system that implements sufficient open specifications for interfaces, services, and support-
ing formats to enable properly engineered components (applications) to be utilized across a
wide range of systems with minimal changes, to interoperate with other components (applica-
tions) on local and remote systems, and to interact with usersin astyle that facilitates portabil-
ity. An open system is characterized by the following:

»  Well-defined, widely used, non-proprietary interfaces/protocols.
» Use of standards developed/adopted by standards bodies.

» Definition of all aspects of system interfaces to facilitate new or additiona systems
capabilities for awide range of applications.

» Explicit provison for expansion or upgrading through the incorporation of additional
or higher-performance elements with minimal impact on the system. [|EEE] as
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modified by theTri-Service Open Systems ArchitectureWorking Group) [JTAVersion
3.0]

Open Systems Approach — An open systems approach is a business approach that emphasizes
commercially supported practices, products, specifications and standards. The approach defines,
documents, and maintains a system technical architecture that depictsthe lowest level of system
configuration control. Thisarchitecture clearly identifies all the performance characteristics of the
system including those that will be accomplished with an implementation that references open
standards and specifications. [JTA Version 3.0]

Open Systems Environment (OSE) — The comprehensive set of interfaces, services, and
supporting formats, plus user aspectsfor interoperability or for portability of applications, data, or
people, as specified by information-technology standards and profiles.

Operational Architecture— Descriptions of the tasks, operational elements, and information
flows required to accomplish or support awarfighting function. [C4ISRVersion 2.0]

Operational Architecture View — A doctrine-driven description of the tasks, operational
elements, and information flows required to accomplish or support a military operation. [C4ISR
Version 2.0]

Operational Element — An organization or aportion of an organization or atype of organization.
Note: Operational Architectures typically represent an operational element within an operational
node. [C4ISR Version 2.0]

Operational Node — A node that performs arole or mission. [C4ISR Version 2.0]

Operating System Service— A core service of the Platform entity of theTechnical Reference
Model that is needed to operate and administer the application platform and provide an interface
between the application software and the platform (e.g., file management, input/output, print
spoolers).

Operational Architecture (OA) — A description (often graphical) of the operational elements,
assigned tasks, and information flows required to support the warfighter. It definesthe type of
information, the frequency of the exchange, and what tasks are supported by these information
exchanges. [JTA Version 3.0]

Organization — An administrative structure with amission. “Organization” isused herein avery
broad sense. Includes military organizations, agencies, units, OPFACs, and even governments.
[C4ISR Version 2.0]

Peer Entity — In layered systems, one of a set of entitiesin the same layer or the equivalent layer
of another system or level abstraction. [FED-STD 1037c]

Peer-to-Peer I nterface — The functional and physical characteristics required to exist at a
common boundary or connection between peer entities.

Platform:

» Theentity of the Technical Reference Model that provides common processing and communi-
cation services provided by a combination of hardware and software and required by users,
mission-area applications, and support applications.

* A system that is a physical structure hosting systems or systems components. Note: A kind of
system element in the CADM. [C4ISRV ersion 2.0]
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Portability:

» The ease with which a system or component can be transferred from one hardware or software
environment to another. [|EEE]

* A quality metric used to measure the relative effort to transport the software for use in another
environment or to convert software for use in another operating environment, hardware config-
uration, or software-system environment. [|EEE]

» The ease with which a system, component, data, or user can be transferred from one hardware
or software environment to another.

Process— A group of logically related activities required to execute a specific task or group of
tasks. (Army Systems Architecture Framework). Note: Multiple activities make up a process.
[C4ISR Version 2.0]

Process M odel — Provides aframework for identifying, defining, and organizing the functional
strategies, functional rules, and processes needed to manage and support the way an organization
does or wants to do business. Provides a graphical and textua framework for organizing the data
and processes into manageable groups to facilitate their shared use and control throughout the
organization.

Profile— A set of one or more base standards and, where applicable, the identification of those
classes, subsets, options, and parameters of those base standards, necessary for accomplishing a
particular function.

Requirement — A need or demand. A subtype of guidance. May be specified in other guidance or
derived from necessity and circumstances. [C4ISR Version 2.0]

Scalability:

» The capability to adapt hardware or software to accommodate changing workloads. (OS-JTF)

» The ability to use the same application software on many different classes of hardware/soft-
ware platforms from personal computersto super computers (extends the portability concept).
The ability to grow to accommodate increased workloads. [USAICII] [JTAVersion 3.0]

Seamless | nter face — Ability of facilitiesto call one another or exchange data with one another in
adirect manner. Integration of the user interface that allows a user to access one facility through
another without any noticeable change in user interface conventions.

Service — A collection of components organized to accomplish a specific function or set of
functions.Note: A service areais ahigher level of abstraction or category of servicesthat consist
of anumber of lesser or subordinate grouped set of services. Also known as service category.
[|EEE, C4ISR Version 2.0].

Service View — The view of the DoD TRM that contains al of the services contained within the
entities of the modedl. Details of interfaces are not contained in this view of the modd other than a
high level Application Programming Interface (API) and an External Environment Interface
(EELI).

Software-ltem — A set of instructions that govern the operation of data-processing equipment.
Includes firmware, software applications, operating systems, and embedded software. [C4ISR
Version 2.0]
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Specific Level Of Interoperability — The highest LIS| level between apair of systems that
provides common procedures, applications, infrastructure, and datain support of information-
service exchange. [C4ISRVersion 2.0]

Standard:

* An agreement for a procedure, product, or relationship. [C4ISR Version 2.0]

* A document that establishes uniform engineering and technical requirements for processes,
procedures, practices, and methods. Standards may also establish requirements for selection,
application, and design criteria of material. [JTAVersion 3.0]

Standar ds Technology Forecast — A detailed description of emerging technology standards
relevant to the systems and business processes covered by the architecture. [C4ISR Version 2.0]

Stovepipe System — A system, often dedicated or proprietary, that operates independently of
other systems. The stovepipe system often has unique, nonstandard characteristics.

System:

» A collection of components organized to accomplish a specific function or set of functions.
[IEEE] [CA4ISR Version 2.0]

» People, machines, and methods organized to accomplish a set of specific functions.

* Anintegrated composite of people, products, and processes that provides a capability or satis-
fies a stated need or objective. [JTA Version 3.0]

Systems Ar chitecture (SA) — A description, including graphics, of the systems and
interconnections providing for or supporting awarfighting function. The SA defines the physical
connection, location, and identification of the key nodes, circuits, networks, warfighting
platforms, etc., and allocates system and component performance parameters. It is constructed to
satisfy Operational Architecture requirementsin the standards defined in the Technical
Architecture. The SA shows how multiple systems within adomain or an operational scenario
link and interoperate and may describe the internal construction or operations of particular
systemsin the SA. [JTA Version 3.0]

Systems Ar chitecture View — A description, in graphics, of systems and interconnections
providing for, or supporting, military operations; includes the physical connection, location, and
identification of key nodes, circuits, networks, warfighting platforms, and specifies system and
component performance parameters. [C41SR Version 2.0]

System Element — Subset of a system that maintains a separate identity and performs a specific
function. [C4ISR Version 2.0]

System Function — A data transform that supports the automation of activities or exchange
requirements. [C41SR Version 2.0]

System Migration — Process of incrementally creating a more streamlined, efficient, smaller and
cheaper suite of system(s). [C4ISR Version 2.0]

Systems Node — A node with the identification and allocation of resources (e.g., people,
platforms, facilities, or systems) required to implement specific roles and missions. [C4ISR
Version 2.0]
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System Management Service— A service of the platform entity of the TRM that providesfor the
administration of the overall information system. These services include the management of
information, processors, networks, configurations, accounting, and performance.

System Technology — A detailed description of emerging technologies and specific hardware and
software products. [C4ISR Version 2.0]

Tailoring — The process of using amodel and adjusting it to fit specific domain or
implementation requirements.

Technical Architecture (TA) — The minimal set of rules governing the arrangement, interaction,
and interdependence of the parts or elements whose purpose isto ensure that a conformant system
satisfies a specified set of requirements. The technical architecture identifies the services,
interfaces, standards, and their relationships. It providesthe technical guidelines for
implementation of systems upon which engineering specifications are based, common building
blocks are built, and product lines are devel oped. [JTA Version 3.0]

Technical Architecture View — A description of the minimal set of rules governing the
arrangement, interaction, and interdependence of system architecture components; includes the
technical criteria governing system services, interfaces, and relationships. [C41SR Version 2.0]

Technical Reference Modd (TRM):
A conceptual framework that provides the following:

» A consistent set of service and interface categories and relationships used to address interoper-
ability and open-system issues

» Conceptual entities that establish a common vocabulary to better describe, compare, and con-
trast systems and components.

* A basis(anaid) for the identification, comparison, and selection of existing and emerging stan-
dards and their relationships.

The TRM framework is not an architecture, is not a set of, and does not contain, standards [DoD
TRM V2.0].

User:

* Any person, organization, or functional unit that uses the services of an information-processing
system.

* Inaconceptua schemalanguage, any person or any thing that may issue or receive Commands
and messages to or from the information system.

User Interface Service— A service of the Platform entity of theTechnical Reference Model that
supports direct human-machine interaction by controlling the environment in which usersinteract
with applications.

View — Perspectives (operational, systems, and/or technical) that logically combine to describe an
architecture; aview implies what architecture characteristics are to be considered and/or
displayed. [C4ISR Version 2.0]
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APPENDIX D: SERVICES SUMMARY

D.1 INTRODUCTION

The summary of services provided in this appendix will assist the reader in quickly locating a par-
ticular service. The services are listed in alphabetic order asthey are found within arespective
entity. For additional information on the services the reader should refer to the appropriate sec-
tionsin this document. Support Services are first listed, followed by Application Services, and
then External Services.

Section D.1 liststhe top two levels of service detail. Section 2 lists services down to athird level.
Thelist isnot al-inclusive, and it must be recognized that additional services can be added asthe
model evolves or as user requirements dictate.

D.1.1 Services Summary (Major Service Area)
Application Support Services (4.4.1.2)

Multimedia (4.4.1.2.1):

Audio Processing

Document Processing

Electronic Publishing
Image Processing

Map Graphics
Multimedia Processing

Video Processing

Text Processing

Communications Applications (4.4.1.2.2):

Broadcast

Communications Conferencing
Enhanced Telephony
Organizational Messaging
Personal Messaging
Shared-Screen Teleconferencing
Video Teleconferencing

Business Processing (4.4.1.2.3):

Caendar
Cdculation
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* Project Management
» Spreadsheet

Environment Management (4.4.1.2.4):
» Batch Processing
» Computer-Based Training

» Information Presentation and Distribution
» Transaction Processing

Database Utilities (4.4.1.2.5);

Networking/Concurrent Access Services
Query Processing

Report Generation

Screen Generation

Engineering Support (4.4.1.2.6):

» Computer-Aided Design
» Decision Support

* Expert System

* Modeling and Simulation

D.1.2 Application Platform Entity Services (4.4.2)
Software Engineering Services (4.4.2.1.1):

* Bindings

» Computer-Aided Software Engineering tools and environment
* Language

» Software Life Cycle Processes

User Interface Services (4.4.2.1.2):

» Character-Based User Interface

» Graphica Client-Server

* Object Definition and Management
* User Interface

*  Window Management
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Data Management Services (4.4.2.1.3):

Data Dictionary/Directory
Database M anagement System
Transaction Processing

Data Interchange Services (4.4.2.1.4):

Characters and Symbols
Compression

DoD Applications

Document Interchange
Hardware Applications
Mapping

Optical Digital Technologies
Product Data Interchange
Raster/Image Data Interchange
Technical Data Interchange

Graphics Services (4.4.2.1.5):

Device Interfaces
Raster Graphics
Vector Graphics

Platform Communications Services (4.4.2.1.6):

Application-Oriented
Network Technologies
Transport-Oriented

Security Services (4.4.2.1.7):

Access Control

Architectures and Applications
Authentication

Availability

Confidentiality

Integrity

Non-Repudiation

Security Labeling
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* System Management
System Management Services (4.4.2.1.8):

» Configuration Control

» Fault Monitoring

» Information System Security Management
» Other Management

* Performance Monitoring

» State Management

» Usage Monitoring and Cost Allocation

» User/Group Management

Distributed Computing Services (4.4.2.1.9):

¢ Client-Server
* Object
* Remote Access

Internationalization Services (4.4.2.1.10):

» Character Sets and Data Representation
» Cultural Convention
» Native Language Support

Operating System Services (4.4.2.2):

» Clock/Calendar
* Fault Management
» Kernel Operations
* MediaHandling
* Operating System Object
* Real-Time Extension
» Shell and Utilities
D.1.3 External Environment (Entities with which Application Platform Exchanges
Information) (4.4.3):
» Devices
» Systems/Models

» Communications Infrastructure (e.g., telephones, networks, cabling, packet-switching
equipment.)
» User (physical/cognitive)
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D.2 SERVICES SUMMARY DETAILED (EXPANDED DEFINITIONS):
D.2.1 Application Support Services

Multimedia:

Audio Processing
Document Processing
Electronic Publishing

Image Processing
Map Graphics

Multimedia Processing
Video Processing

Text Processing
Communications Applications:

Broadcast
Computer Conferencing
Enhanced Telephony

Organizational Messaging

Personal Messaging

[Manipulate and manage information consisting of text,
graphics, images, video, audio].

[Capture, compose, and edit audio information]
[Create, edit, merge, format documents, scanning]

[Photographicimages, color graphics, advanced formatting
and style features]

[Capture, scan, create, and edit images]

[Map manipulating, creating entity symbology, create, edit,
compose drawings, symbols, maps]

[Compress, store, retrieve, modify, sort, search, print
hypermedia, optical storage technology, data compression,
digital storage techniques]

[Capture, compose, edit still graphics, title generation,
[Create, edit, merge, and format text]

[Capability to send, receive, forward, manage electronic
and voice messages).

[one-way audio, audio/video communications services|
[conference via workstations, document exchanges

[Call forward, call waiting, programmed directories,
teleconferencing, voice mail]

[Send, receive, forward, display, retrieve, validate,
disseminate, prioritize, manage, authenticate]

[Send, receive, forward, store, display, manage personal
messages, et al.]

Shared-Screen Teleconference [For two or more users using shared workstation windows]

Video Teleconferencing
Business Processing:
Calendar

Calculation
Project Management

Spreadsheet

Environment Management:
Batch Processing

[Two way video, full motion display]

[Common office functions used in day-to-day operations]
[Manage personal tasks and time, coordinate schedul es]
[routine and complex arithmetic calculations]

[Tools that support planning, administration, and
management of projects]

[Capability to create, manipulate, present information in
various forms]

[Integrate and manage the execution of platform services)
[Capability to queue work, sequence managing,
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asynchronous tasks|

Computer-Based Training [Provide integrated training environment, online
documentation, help files, context sensitive definitions]

Information Presentation and [To manage distribution and presentation of Distribution
information, can store, archive, prioritize, restrict, recreate
information]

Transaction Processing [On line capture and processing of information in an
interactive exchange with the user]

Database Utilities: [Capabilities to retrieve, organize, and manipul ate data

from DBM Sgj

Networking/Concurrent [Manage concurrent user accessto DBMS]

Access Services

Query Processing [Interactive selection, extraction, and formatting of
information]

Report Generation [To define and generate hard-copy reports from DB

Screen Generation [To define and generate screens that support retrieval and

presentation, update of data]

Engineering Support: [For analyses, design, modeling, development, simulation
for users and environments. Includes CAD services, deci-
sion support tools, expert-system shells]

Computer-Aided Design [High-precision drawing and modeling tools]

Decision Support [Interactive modeling and simulation tools for analyzing
alternative decisions)
Expert System [Artificia intelligence capabilities based on knowledge or

inference engines]
Modeling and Simulation [Capabilitiesto capture or set object characteristics|

D.2.2 Application Platform Services

Software Engineering Services: [For development and maintenance tools of software appli-
cations]
Bindings [Access to applications-bindings and object code linking]

Computer-Aided Software  [Requirements specifications and analysis, design, testing,
Engineering (CASE)-Tools and prototyping, configuration
control] Environment

Language [Syntax, semantic definitions, shell/script/procedural/
object-ori ented/3rd-generati on languages]|

Software Life-Cycle Processes[Activities, methods, processes, transformations,
devel opment/maintenance, all phasesincluding post-
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User Interface Services;

deployment support]
[How users interact with an application]

Character-Based User Interfacef Command line, menu-driven, keyboard input, no

Graphical Client-Server
Object Definition and

User Interface

Window Management

Data Management Services:

Data Dictionary/Directory

graphics]
[Relationships between client and server processes,
graphical user interface display processes]

[Characteristics of display elements-color, shape, size,
Managementmovement, graphics context]

[Interaction with applications, how to gain access to
applications programs/OS/utilities, i.e., menus, screen
designs, keyboard Commands, command language, the
way user interacts with computer]

[How windows are created, moved, stored, retrieved,
removed, and related to each other]

[Management of data independent of processes that create
or useit]

[Define and obtain datain DB, access and modify data,
internal/external formats, integrity, security rules,
standardization and registration of data elements, data
sharing and interoperability]

Database M anagement System[Data management in a distributed system, data

Transaction Processing

Data Interchange Services.

Characters and Symbols
Compression
DoD Applications

Document Interchange

Hardware Applications

administration, controlled access to, and modification of,
structured data, create, popul ate, move, backup, restore,
and archive DBs]

[Support for online capture and processing of information
in interactive exchange with the user]

[Support for interchange of information between applica-
tions and external environment]

[Interchange of character sets/fonts/date/time
representation]

[Algorithmsfor data (text, still images and motion mages)
storage and exchange]

[Functional areas unique to DoD mission that are not
standardized]

[Specifications for encoding data (text, pictures, numerics,
special characters), and logical/physical structure of
documents]

[For data interchange between non-homogeneous
hardware, bar-coding, optical disk-handling, graphics
device interface]
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Mapping
Optical Digital Technologies

Product Data Interchange

[Formats and facilities for machine-readable graphics-
based mapping, charting and geospatial data]

[For light and optical technologiesto capture, encode/
decode, store data]

[Specifications that describe drawings, documentation and
data for product design and manufacturing, for geometric
and non-geometric data]

Raster/Image Data | nterchange[ Handling/manipulating raster graphics and images, pixel-

Technical Data Interchange

Graphics Services:
Device Interfaces

Raster Graphics

Vector Graphics

Platform Communications Services:
Application-Oriented
Subnetwork Technologies

Transport-Oriented

Operating System Services:

Clock/Calendar
Fault Management

Kernel Operations

Media Handling
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by-pixel representation or imagery data exchange and
attachments to images|

[Standards for interchange of graphics data, vector
graphics, technical specifications]

[Standards for creating and manipulating pictures)|
[Services for accessing graphics devices (monitors/
printers)]

[Image representation on a matrix of dots, monochrome/
gray-scale/color bit maps, creation by scanner, cameras,
and color paint software packages]

[Graphical objects as sets of end pointsfor lines, curves,
and geometric shapes, geometric knowledge and display
lists, shape integrity]

[ To support distributed applications requiring data access
and applications interoperability]

[Functions and interfaces on network and communications
system protocol software used by applications]

[LANS and other data communications services concerned
with physical and data-link layers (1and2 OSI Model)]

[End-to-end transmission of data across network and end to
end reliability, end-end error detection/recovery, flow
control and monitoring quality of service]

[Core services to operate application platform and provide
an interface between application software and platform]

[Mechanisms for measuring and maintaining all time]

[Prevention, isolation, diagnosis, correction whenever
abnormalities occur]

[Low-level servicesto create/manage processes, execute
programs, manage files/directories, and control 1/0
processing to and from peripheral devices]

[Disk and tape formatting of dataand interchange of data]
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Operating System Object
Real-Time Extension
Shell and Utilities

Internationalization Services;

Character Sets and Data
Representation

Cultural Convention
Native Language Support

Security Services:
Access Control
Architectures and

Applications
Authentication
Availability
Confidentiality

Integrity

Non-Repudiation

Security Labeling
System Management

System Management Services:

Configuration Control

Fault Monitoring

[Rulesfor creating, deleting, managing objects)

[Support for event-driven processes, interrupt processing]
[Operator-level services-comparing, printing, displaying
file contents, file management, sorting data, displaying file
contents|

[Services and interfaces to allow users to define, select,
change between culturally related application environ-
ments, different market segments]

[Input, store, manipulate, retrieve, communicate,

data independent of coding scheme, GUI modifications,
syntax-consistent-semanti c-independent]

[Support for local rules and conventions)

[Support for more than one language for local character
Sets]

[For protection and separation of sensitive information]

[Unauthorized use of information-system resources|
[Security architecture and placement of security into
specific applications]

[Unique and proper identification and authentication of
system elements]

[Assurance of timely and regular communications, graceful
degradation]

[Ensures that datais not made available to unauthorized
individuals or computer processes]

[Protection of system through open-system integrity,
network integrity and data integrity, datais not altered or
destroyed in an unauthorized manner]

[Non-denial of origin or delivery of data, validation of
source software packages and hardware]

[Accuracy and integrity of security labeling]

[Certification, accreditation, and risk management, alarm
reporting, audits, cryptographic key management]

[ State management, configuration control, performance,
monitoring, fault monitoring, user/group management,
usage monitoring]

[Identification, control, status accounting, verification,
software distribution, license management]

[Event management and network recovery, loss or
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Information System Security
Management
Other Management

Performance Monitoring

State M anagement

Usage Monitoring and Cost
Allocation

User/Group Management

Distributed-Computing Services:

Client-Server

Object

Remote Access:

D.2.3 External Environment

External Environment:

Systemsg/Models

incorrect operation of system components]
[Installation, maintenance, enforcement of information
domain and system security policy rules]

[Database management and administration, print
management]

[Performance aspects of hardware, software, network
components, system resource management, device
management]

[Monitoring, maintaining, and changing state of system]
[Management of licensing, system cost management,
system resource allocation]

[Interfaces for administering users and groups,
implementation of management policies across a system,
group/user access to applications)

[Support for applications distributed or dispersed among
systemsin anetwork yet maintain cooperative processing
environment]

[Computing services partitioned into requesting processes
(clients) and providing processes (servers) on same/
distributed platforms]

[Definition, instantiation, interaction of objectsin a
distributed environment, OS bindings, message transport
and delivery, data persistence]

[Location transparency functionality, access to appropriate
systems resources (files, data, processes)]

[Entities with which Application Platform exchanges infor-
mation]

[Models and simulation external to the System]

Communications Infrastructure] Tel ephones, networks, cabling, packet-switching equip

User (physical/cognitive)

Technical Reference Model
9 April 2001

ment]

[Physical, administrative, personnel; provide for security
protection of information-system componentsin external
environment, Human Machine Interface, Human Computer
Interface]
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APPENDIX E: CHANGE PROPOSALS AND CONFIGURATION
MANAGEMENT

E.1 INTRODUCTION

Changes to the DoD TRM will occur through changes to the document. This appendix provides
guidance for submitting proposed changes. These proposed should be described as specific word-
ing for line-in/line-out changes to a specific part of the document.

Use of astandard format for submitting a change proposal will expedite processing changes. The
format for submitting change proposalsis shown in Section 2. Guidance on using the format is
provided in Section 3.

A Configuration Management contractor is managing the receipt and processing of DoD TRM
change proposals. The preferred method of proposal receipt isviae-mail in ASCII format, sent
viathe Internet. If not e-mailed, the proposed change, aso in the format shown in Section 2, and
on both paper and floppy disk, should be mailed. Asafina option, change proposals may be sent
viafax; however, delivery methods that enable electronic capture of change proposas are pre-
ferred. Address information for the Configuration Management contractor is shown below.

Internet: www-trm.itsi.disa.mil
trm@hg-www.disa.mil

Mail: DoD TRM Secretariat

ARTEL
1893 Preston White Drive Reston, Virginia 20191 Fax (703) 620 4262

E.2 DoD TRM CHANGE PROPOSAL SUBMISSION FORMAT
a. Point of Contact Identification

(1) Name

(2) Organization and Office Symbol:
(3) Street:

(4) City:

B) State:

(6) Zip Code:

(7) AreaCode and Telephone #:

(8) AreaCode and Fax #:
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(©)
b.

)
)
3)
(4)
C.

1)
)
3)
(4)
Q)
(6)
d.

1)
)
3)
(4)
Q)
(6)
e.

1)
)
3)
(4)

E-mail Address:
Document | dentification
Volume Number :
Document Title:

Version Number:

Version Date:

Proposed Change # 1
Section Number:

Page Number:

Title of Proposed Change:

Wording of Proposed Change:

Rationale for Proposed Change:

Other Comments:
Proposed Change # 2
Section Number:

Page Number:

Title of Proposed Change:

Wording of Proposed Change:

Rationale for Proposed Change:

Other Comments:
Proposed Change# n
Section Number:

Page Number:

Title of Proposed Change:

Wording of Proposed Change:
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(5) Rationae for Proposed Change:
(6) Other Comments:

E.3 FORMAT GUIDANCE

The format in Section 2 should be followed exactly as shown. For example, Page Number should
not be entered on the same line as the Section Number. The format can accommodate, for a spe-
cific Section, multiple-change proposals for which the same individual isthe Point of Contact
(POC). This POC would be the individual the TRMWG project staff could contact on any ques-
tion regarding the proposed change. The information in the Point of Contact I dentification part
(E.2 &) of theformat identifies that individua. The information in the Document | dentification
part of theformat (E.2 b) is self-evident, except that volume number will not apply to the CMP or
PMP. The proposed changes will be described in the Proposed Change # parts (E.2 ¢, E.2d, or
E.2 n) of the format.

In the Proposed Change # parts of the format, the section number refers to the specific subsection
of the document in which the change is to take place (e.g., Section 2.2.3.1). The page number (or
numbers, if more than one page isinvolved) further identifies wherein the document the proposed
changeisto be made. The Title of Proposed Changefield isfor the submitter to insert abrief title
that gives ageneral indication of the nature of the proposed change. In the Wording of Proposed
Change field, the submitter identifies the specific words (or sentences) to be deleted and the exact
words (or sentences) to be inserted. In this field providing identification of the referenced para-
graph, aswell as the affected sentence(s) in that paragraph, ishelpful. An example of input for
thisfieldis: “Delete the last sentence of the second paragraph of the section and replace it with the
following sentence: ‘ The working baseline will only be available to the TRMWG project staff.’”

The goal isfor the commentator to provide proposed wording appropriate for insertion into a doc-
ument without editing (i.e., aline-out/line-in change). TheE.2 ¢ (5), E.2d (5), or E.2n (5) entry in
this part of the format is a discussion of therationale for the change. The rationale may include
reference material. Statements such as “industry practice” carry less weight than specific exam-
ples. In addition, to the extent possible, citations from professional publications should be pro-
vided. A statement of the impact of the proposed change may also be included with the rationale.
Finally, any other information related to improvement of the specific DoD TRM document may
be provided in E.2 ¢ (6), E.2d (6), or E.2n (6) (i.e., the Other Commentsfield). However, with-
out some degree of specificity, these comments may not result in change to the document.
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